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Abstract 

Discovery Services, a component of the EPCglobal standards, is considered critical for the 

Internet of Things but is still at the stage of development. Inspired by EPCglobal Standards 

Development Process, the thesis is intended to discover the visionary Discovery Services by 

reviewing the available literature of the proposed designs including BRIDGE, Afilias, 

ID@URI, and DHT-P2P, modelling them, and conducting expert interviews. These designs 

are modelled through BPMN based on their publications. Meanwhile questions and 

divergences and convergences are collected and categorized in the four aspects, scalability, 

security, traceability, and power structure derived from the literature review. These aspects 

orient the entire research proceeding, especially the following expert interviews. Experts, who 

have more hands-on experience, are to resolve the questions and divergences. The 

information extracted from the interviews is compared with the collected information from 

the literature review, and the models are modified with the resolved, up-to-date information. 

Then the cross-model comparison and analysis is carried out both qualitatively and 

quantitatively. The results will shape the contour of Discovery Services further and will be 

step stones to the finalization of the Discovery Services standardization process. 
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1. Introduction 

1.1. Background 

„Put tags [-a microchip with an antenna-] on every can of Coke and every car axle, and 

suddenly the world changes. No more inventory counts. No more lost or misdirected 

shipments. No more guessing how much material is in the supply chain - or how much 

product is on the store shelves”, reads the website of the Auto-ID Centre founded in 1999, a 

partnership of the leading global companies and research universities, which envisages the 

Internet of Things (IoT). It extends from interconnected servers, computers, and mobile 

devices to interconnected everyday objects, from food to cars (International 

Telecommunication Union, 2005). The realization of this vision “will make it possible for 

computers to identify any object anywhere in the world instantly [and] provide the means to 

feed reliable, accurate, real-time information into existing business applications” (The Auto-

ID Centre).  

A number of chanlleges hinder such a realization. First of all, radio-frequency identification 

(RFID) application generates “enomous amount” of data  (Gonzalez, Han, Li, & Klabjan, 

2006, p. 1). According to an estimate in 2002 by Retail Forward, a retail strategy consulting 

company, Wal-Mart could collect as much as 7.7 million terabytes of data per day if all items 

in all its U.S. retail stores were tagged
 1

 (Violino, 2003). The estimate did not include all other 

data piled up at other partners‟ local repositories along the supply chain. Perhaps “reliable, 

accurate, real-time information” is being captured, but how could one discover and access 

useful, relevant information out of a sea of data? A search-engine like functionality seems to 

fit in with the scenario perfectly. Just input an adequately defined query, and a list of links to 

relevant information would appear nondiscrimitively in the twinkling of an eye. However, 

would a company, an information provider, allow virtually anyone to access its commercially 

sensitive information while seeing information security as a major concern of the IoT? (The 

Commission of the European Communities, 2009; International Telecommunication Union, 

2005) Security and privacy measures and the selective visibility of information to be offered 

by the search engine should not be overlooked. Furthermore, such a powerful search-engine 

capacity unsurprisingly stirs up the concerns among other stakeholders about its control, 

rights, and duties (The Commission of the European Communities, 2009). For example, 

Google the search-engine guru has been suspected for the hidden agenda of its uncontended 

ambition (Lee, 2009) and under investigation by the European Commission for alleged “abuse 

                                                           
1 Wal-Mart has not yet been able to tag its entire inventory in item level. 
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of dominant position powers” (Ahmed K. , 2010). Power struggle remains inevitable for an 

information utopia like the IoT. Based on the above impression, one can notice four obvious 

factors to the IoT, scalability, traceability, security, and power structure. 

EPCglobal Inc., the successor organization of the Auto-ID Centre, with the attempt to create a 

worldwide standard for RFID, supports “the global adoption of the Electronic Product Code 

(EPC) and related industry-driven standards to enable accurate, immediate and cost-effective 

visibility of information throughout the supply chain,” (Armenio, et al., 2009, p. 2) in other 

words, standards to empower the IoT in a scope of supply chains or product life cycles as 

roughly illustrated in Figure 1 (Främling & Nyman, 2008). One item is produced in a 

manufacturer, processed in another, delivered to a customer, resold to another, and recycled. 

All the data generated in the journey are stored, updated, queried, and retrieved in a backend 

system.  

 

Figure 1: Internet of Things  

                 (The Compromise between Security and Usability in the Internet of Things, 2008) 

Object Name Service (ONS), a registry, functions similarly to the backend system or the 

search engine as mentioned earlier. By definition, it is a service, which “can return a list of 

network accessible endpoints that pertain to the EPC in question” (EPCglobal, 2008, p. 9). 

However, EPCglobal specifies the service with information retrievability only down to the 

object-class level (EPCglobal, 2008). Item-level querying and retrieving is believed to 

overburden ONS root with enormous traffic (Rezafard A. , 2008). Also, mindful of the 

increased supply chain complexity in terms of numbers of partcipants and of products 
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involved (Afilias , 2009), ONS, providing pointer information of a type of product captured 

and stored by an EPC Manager
2
 (normally a manufacturer), cannot keep up with the demand 

on the visionary full traceability especially along a non-monolithic supply chain. (see Figure 2) 

Incompatibility of business solutions used by different supply-chain partners could only 

worsen traceability. Moreover, ONS by default inherets all the security risks associated with 

Domain Name Service (DNS) (Fabian, Günther, & Spiekermann, 2007). ONS is vulnerable to 

single point of failure, Denial-of-Service attacks, Man-in-the-Middle attacks, and profiling of 

commercial secrets because neither authentication nor encrpytion is applied (Fabian & 

Günther, 2007). The final blow to ONS would be its centralized power structure: One single 

or only a handful of companies hold the control over ONS root, “[the] domain-name that is 

appended to the manager id and which acts as the „top‟ of the DNS tree that contains all of the 

EPC entries” (EPCglobal, 2008, p. 21). What if the root is attacked or misused? This setting 

might “hinder international acceptance as the system as a whole.” (Fabian & Günther, 2007, p. 

2) ONS is called into question as examined based on the four factors, scalability, traceability, 

security, and power structure. 

 

Figure 2: ONS in a Non-Monolithic Supply Chain  

                 (Discovery Services: The Final Chapter in End-to-End Visibility, 2010)     

According to the latest EPCglobal Network Architecture Framework, EPCglobal envisions 

the standard Discovery Services
3
 (DS) to complement ONS. As briefly defined, DS is used to 

                                                           
2 It refers to an organization that has been granted rights by an Issuing Agency (EPCglobal) to use a portion of the EPC namespace  
(Armenio, et al., 2009). 
3
 Discover Services, though in plural form, is treated here as a singular collective term. 
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“locate the EPCIS services of all End Users that have information about the object in question, 

including End Users other than the one who commissions the EPC of the object, [the EPC 

manager]” (Armenio, et al., 2009, p. 37). DS is, therefore, supposed to point to information 

sources for a single object at many other participants in a supply chain during its product life 

cycle. They may be wholesalers, retailers, and logistics companies, who have physical 

custody of the object, and even those who do not, such as customs and insurance agencies 

(Afilias , 2009). Hence full traceability is to be realized. And DS has to be “sufficiently 

scalable” for item-level data, possibly to store up to “trillions of records” per year (University 

of Cambridge, AT4 wireless, BT Research, SAP Research, 2007, p. 7). DS, unlike ONS, 

would require authentication and authorization procedures (University of Cambridge, AT4 

wireless, BT Research, SAP Research, 2007). Whether DS is centrally controlled is to be 

discovered, while its plural form Discovery Services seems to imply its non-singularity. All 

these considerations for DS, if actually implemented, would contribute a small step forward to 

the IoT, a giant leap for the world. 

1.2. Motivation, Objective, and Research Methods 

The EPCglobal DS standard is at the stage of development (EPCglobal, 2010). The 

requirments-gathering phase comparable to Submission Track according to EPCglobal 

Standards Development Process has come to an end (EPCglobal Inc., 2009; Rezafard A. , 

2010). Since February 2010, the DS Software Action Group (SAG) has begung working in 

drafting DS specifications, namely “producing technical standards based on user requirments” 

(Rezafard A. , 2010; EPCglobal Inc., 2009, p. 8). Community Review Draft also known as 

Last Call Working Draft (LCWD) is due by the end of 2011. Based on the time line, the 

current phase should resemble Steps 7 to 9 in Standards Track according to EPCglobal 

Standards Development Process (EPCglobal Inc., 2009). (see Figure 3) In Step 7, the active 

participants of Working Group (WG), a subset of Action Group (AG) to carry out a specific 

task chartered by AG, develop and approve the draft of LCWD. In Step 8, all AG participants 

review the draft of LCWD and give comments on it, and the active participants of WG collect 

and resolve the comments to produce the amended LCWD. The entire WG then votes on the 

amended LCWD to draft Candidate Specification as well as Conformance Requirments. In 

Step 9, Candidate Specification and Conformance Requirments are tested with prototypes and 

amended with collected comments in the testing. The entire WG would again vote on the 

amended version and approve Proposed Specification (PS) and proposed Conformance 

Requirements. PS would be mapped to user requirments to make necessary updates and to 
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facilitate Committee Review in Step 10 (EPCglobal Inc., 2009). Such a process consists of 

iterative steps, and in each step, more knowledge and insight are learned through committee 

and/or peer reviews and prototype testing. The background of such a standardization process 

inspires the practical approach of this research undertaking, which adds the vital element, 

expert interview, to mere literature review. Most of the interviewees have hands-on 

experience implementing some DS specifications. 

 

Figure 3: Standards Track  

                 (EPCglobal Standards Development Process, 2009) 

In the hope of gaining an insight into the up-to-date DS models and promoting the 

development and standardization proceeding, this research attempt is for the first step to 

visualize the collected requirements and functionalities of the four DS models, BRIDGE, 

Afilias, ID@URI on DIALOG, and DHT-P2P with the modelling tool, BPMN. A BPMN 

diagram depicts not only a high-level architecture of the functionalities and of their 

relationship with one another but also that from a user perspective in day-to-day operations, in 

this case such as querying, retrieving, capturing, and publishing. Such a view integrates 

functionalities into a typical operating process among different participants and bridges the 

communication gap between users and developers (Object Management Group, 2009). On the 

BPMN platform, users could propose and monitor a process, and developers could use 

necessary technologies to implement the process. Meanwhile at the literature review as well 

as the modelling, questions and comments are to be collected and to be induced into the four 

categories, scalability, traceability, security, and power structure. These categories are 

selected from the “quality categories” in the article Comparison of Discovery Service 

Architectures for the Internet of Things and serve to organize the collected information, 
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including questions (Evdokimov, Fabian, Kunz, & Schoenemann, 2010, p. 6). The categories 

and questions will orient the research throughout expert interviews and qualitative content 

analysis. 

Total eleven experts, who have already been working on specifications and prototypes for the 

selected models, are to be interviewed to review the diagrams and to resolve the questions. 

Seven of the experts are researchers and engineers working on a research project named 

WINGS funded by the French Research Agency, ANR, whose goal is to develop “a proof-of-

concept platform demonstrating the federated ONS model and the interaction with a prototype 

of Discover Services” (ANR). One project manager, who has developed ID@URI on 

DIALOG, and one co-author of OIDA have also taken part in interviews. These experts are 

comparable to WG at the front line testing and prototyping standards as described in 

EPCglobal Standards Development Process. Another expert is a member of Technical 

Standards Committee (TSC) at GS1, which reviews the proposed standards by WGs. The last 

expert is a member of GS1 Architecture Group (AG), which aims to resolve “divergences, 

issues and questions” turned in by parties like Working Groups and Standards Committees 

and to ensure consistency and interoperability of the various parts of the whole system 

(EPCglobal Inc., 2009, p. 117).  

Each interview held is recorded, word-for-word transcribed, summarized and interpreted. Out 

of the interpreted results, new categories or questions may be derived. The diagrams should 

then be modified by taking the results into account. Such modification echoes the working 

principle in Standards Track where technical specifications are iteratively matched and 

adjusted to user requirements at different stages of the track (EPCglobal Inc., 2009). For the 

last step, the modified DS models are to be qualitatively and quantitatively analyzed and to be 

compared to one another, not necessarily in order to pick the winner but to find out their 

complementary roles to one another as demonstrated in many other research works to 

promote the DS standardization (Guijarro, et al., 2008; Rezafard A. , 2008) (Främling, 

Harrison, & Brucey, 2006; Evdokimov, Fabian, Kunz, & Schoenemann, 2010). For the 

quantitative analysis, more than twenty BPMN derived measures are used to assess process 

complexity, which is inversely related to process precision, understandability, maintainability, 

and developability (Rolon, Ruiz, Garcia, & Piatttini, 2006). 

 The entire research structure follows the course of the content analysis mapped out in the 

book Experteninterviews und qualitative Inhaltsanalyse (Expert Interviews and Qualitative 

Content Analysis) (Gläser & Laudel, 2009).  As seen in Table 1, each method consists of the 
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principal steps, which are translated to the actual steps described above and undertaken in this 

research. This course of action is meant to systematically and consistently treat large amount 

of information collected. 

Methods Principal Steps Actual Steps 
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Table 1: Course of Content Analysis  

               (Experteninterviews und qualitative Inhaltsanalyse, 2009) 

- Formulating research questions 

- Analyzing problems 

- Determining variables 

- Forming categories and focal 

points based on the variables 

- Extracting and  organizing 

information based on the 

categories and focal points 

- Forming new categories and 

focal points if any 

 

- Sorting the extracted 

information 

- Summarizing 

- Editing 

- Analyzing the processed 

information  

- Comparing and contrasting 

- Generalizing 

 

- Literature review 

- Modelling 

- Collecting questions and 

comments 

- Forming categories 

- Formulating interview 

guidelines with key 

questions under each 

category for expert 

interviews 

- Tape recording the 

interviews 

- Transcribing the recording 

- Recategorizing new 

information 

- Summarizing and editing 

the scripts 

- Modifying the diagrams 

- Recategorizing new 

information 

- Analyzing and comparing 

the processed results both 

qualitatively and 

quantitatively 
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2. BRIDGE DS 

The European Commission, in July 2006, funded the BRIDGE project worked on by thirty 

research and industry partners and aiming to “research, develop and implement tools to enable 

the deployment of EPCglobal applications in Europe” (University of Cambridge, AT4 

wireless, BT Research, SAP Research, 2007, p. 2). The project published two major 

documents associated with DS: High Level Design for Discovery Services and Working 

Prototype of Serial-Level Lookup Service. The former published in 2007 recommends the 

Directory Service model as a “traditional well-proven approach” (University of Cambridge, 

AT4 wireless, BT Research, SAP Research, 2007, p. 100), the combination of the Directory-

of-Resources (DoR) and the Notification-of-Resources (NoR) models. The DoR model 

stresses the request/reply operation for a synchronous query, and the NoR the 

publish/subscribe operation for a standing query. Both the operations are generally required 

by clients (University of Cambridge, AT4 wireless, BT Research, SAP Research, 2007). The 

latter published in 2008 presents the DS prototype of the Resources of Information model 

(RoI) (Guijarro, et al., 2008). The BRIDGE DS is then modeled mainly based on these two 

proposals, the Directory Service model and the RoI prototype. 

The presentation of the BRIDGE DS as well as the others is organized in the three phases, 

Setup, Discovery, and Service Fulfillment (University of Cambridge, AT4 wireless, BT 

Research, SAP Research, 2007). The three phases vary depending on the different models. 

(see Figure 4 and Figure 5) In the DoR, information providers would capture data of objects 

and publish links to the data onto DS in the setup phase, while information requesters would 

submit standing queries for objects of interest in the NoR. In the same phase, security rights 

would be negotiated and determined for both the models. In the discovery phase, information 

requesters would attempt to discover resource links of objects that have been published onto 

DS and would receive the links in return in the DoR, whereas in the NoR information 

providers would publish links onto DS, and DS would notify information requesters of 

relevant links for their standing queries. In the service fulfillment phase for both the models, 

information requesters would send full queries to the resources through acquired links, and 

the resources would be able to meet the queries (University of Cambridge, AT4 wireless, BT 

Research, SAP Research, 2007).  
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2.1. Setup Phase 

In this foremost phase, partners (both information providers and requesters) would have to 

first of all establish and define a trust relationship between them, based on which subsequent 

undertakings, publishing, querying, retrieving and so on may proceed. BRIDGE attempts to 

implement the relationship-setting mechanism so called opaque handle. In this approach, a 

publisher (information provider) may choose not to reveal its identity explicitly but instead a 

temporary opaque identifier, a reference ID, as called NodeRefs maintained by DS to 

unknown, non-trusted clients (Guijarro, et al., 2008). Information requesters as represented 

also by reference IDs can send a message via DS to the veiled publisher in order to negotiate 

for a trust relationship and access rights. This feature would serve to facilitate an initial, 

flexible communication among partners with no trust relationship and to adapt to an open-

loop, ever changing supply chain. Thereafter, according to the relationship and the degree of 

trust, information providers and DS would produce access control policies to specify the 
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Figure 4: Three Phases for the Directory-of-Resources Model  

                 (BRIDGE - High level design for Discovery Services, 2007) 

Figure 5: Three Phases for the Notification-of-Resources Model 

                 (BRIDGE - High level design for Discovery Services, 2007) 

(BRIDGE - High level design for Discovery Services, 2007) 
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extent (fine-grained) of each information requester‟s access rights to the data stored either at 

EPCIS or at DS. 

At registration and publishing, information providers and DS have to establish the connection 

ready for succeeding electronic communications. In this step, security is certainly 

indispensible. The security model of the RoI adopts Public Key Infrastructure (PKI), SOP 

protocol, and HTTP. Figure 6 shows the steps to prepare a SOAP message. A security token 

endorsed by PKI authenticates the message sender. The message (a query) and the timestamp 

are encrypted and signed (Buddhika, 2009). The standards work together to ensure that 

electronic communications are “not intercepted and read by unauthorized persons” and “not 

altered during transmission” (Guijarro, et al., 2008, p. 24). And the identities of the parties 

involved in an electronic transmission are verified, and none of the parties could deny their 

involvement. These security capacities cover confidentiality, integrity, authentication, and 

non-repudiation (Guijarro, et al., 2008).  

 

Figure 6: Preparing a SOAP Message  

                 (How does SOAP Message Encryption work?, 2009) 

For the DoR, an information provider would register or update (if not for the first time) a 

publisher‟s profile with DS, in which the URL of a service address is stored. The information 

provider could also register multiple publisher‟s profiles, each of which a URL is assigned to. 

Following the successful registration, DS would send the publisher an additional element, 

publisherProfileID. The publisher can cache and embed the element in each record to be 

published to DS in order to specify its service address and types. publisherProfileID 

embedded in a record serves as “a pointer or immutable cross-reference ID” to a publisher‟s 

profile where actual URLs and types are stated (University of Cambridge, AT4 wireless, BT 

Research, SAP Research, 2007, p. 24). This decoupling of the URL and the type from a 

record makes updating of the URLs in each record much more efficient. Once the URL is 

updated in a publisher‟s profile, all the affected records are in turn updated. The updating of 

digital signatures for multiple records works in the same way (University of Cambridge, AT4 
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wireless, BT Research, SAP Research, 2007). This pointer feature eases updating workload 

on DS. 

Moreover, not all event data captured by information providers are to be published to DS. A 

module named IS-DS interface has been developed to filter the captured event data. In 

principle, only the data useful to filtering queries at DS level are uploaded to DS and only if 

they are captured for the first time or found different from the existent at DS. The problem is 

that the module cannot ensure if the data is actually captured for the first time, but only if it is 

or not in the current session. Hence, ideally system restart should be avoided. The good news 

is that redundancy can be discovered at the DS level (Guijarro, et al., 2008). Still, this filtering 

feature helps relieve DS from redundancy and overloading. 

Each newly published record contains its EPC, a pointer to its designated URL, timestamp, its 

digital signature and access control policy (University of Cambridge, AT4 wireless, BT 

Research, SAP Research, 2007). EPC states the source and identity. A pointer finds its URL. 

Timestamp keeps track of the time line of important events. Digital signature ensures the 

integrity of a record. Access control policy specifies the access rights to a record.  

In the setup phase of the NoR model, an information requester submits a standing query 

instead through Standing Query Interface onto DS (Guijarro, et al., 2008). A standing query 

should contain a requester ID, a callback address, query details (specified query keys), and 

timestamp of updates. 

Passing through all these steps, records are then stored in the DS database and ready for data 

retrieval to take place in the discovery phase. According to the RoI, database with proxy 

interfaces communicates with the external interfaces including Query, Standing Query, IS, 

and InterDS interfaces. Proxy interfaces allow an arbitrarily chosen underlying database 

technology to work compatibly with the external interfaces (Guijarro, et al., 2008). 

Nevertheless, BRIDGE recommends Lightweight Directory Access Protocol (LDAP) for its 

prototype. LDAP is preferred because of its “optimal response time to queries, due to the 

hierarchical organization of data storage” (Guijarro, et al., 2008, p. 71). It is “heavily 

optimized for read performance,” particularly for reading requests from many locations 

(University of Cambridge, AT4 wireless, BT Research, SAP Research, 2007, p. 106). Other 

features such as replication and chaining are to increase redundancy and efficiency and to 

avoid single point of failure. Fine grained access control is also feasible with LDAP 

(University of Cambridge, AT4 wireless, BT Research, SAP Research, 2007). However, 
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BRIDGE also admits that LDAP as another directory technology like DNS is subject to some 

security issues such as data misappropriation by the directory provider and Denial-of-Service 

attacks (University of Cambridge, AT4 wireless, BT Research, SAP Research, 2007). 

2.2. Discovery Phase 

Either a one-off (synchronous) or standing query is to be sent to a designated DS. To which 

DS a query is to be sent is, however, not always known or cached. ONS is a directory service 

“to locate authoritative metadata and services associated with a given EPC”, namely the data 

at the EPCIS of an EPC Manager (normally a manufacturer) and Discovery Services 

(EPCglobal, 2008, p. 2). ONS activates then a bootstrapping process to find DS (Rezafard A. , 

2008). The bootstrapping steps are laid out as following (see Figure 7): 1. A given EPC 

contained in a query is converted into a URI form in the local server. 2. The local server 

presents the URI form to the local ONS resolver. 3. The local ONS resolver converts the URI 

into a domain-name and issues a DNS query for that domain. 4. The local resolver receives a 

list of URLs in return and turns it back to the local server. 5. The local server then links to 

EPCIS or DS in this case for further discovery (EPCglobal, 2008). In Figure 7, the local 

server and the local ONS resolver are considered as one entity. 

 

Figure 7: ONS Bootstrapping 

                 (EPCglobal Object Name Service (ONS), 2008) 

The EPCglobal standards limit the ONS resolving only down to class-level data and from 

there passes the serial-level lookup to DS (EPCglobal, 2008; Armenio, et al., 2009). This 

restriction is as claimed in the ESDS Internet draft 03 probably attributed to the scalability 

issue: Serial-level data traffic could overload the single ONS root. Though “multiple alternate 

ONS roots” could be implemented for separate supply chains or regions, the alternate roots 

operate based on the underlying Internet root servers (Rezafard A. , 2008, p. 10). Therefore, 

ONS usage should remain for class-level data lookup.  
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On the other hand, ONS‟s hierarchical operation depends on structured identifiers, for 

example, ManagerNumber.ObjectType.SerialNumber, which subjects to privacy surveillance 

(Rezafard A. , 2008). In another article, Finding your Way in the Internet of Things, serial-

level ONS lookup seems not to be discouraged at all, while “security consideration” is 

actually out of scope of ONS (Afilias, 2008, p. 15). As already uncovered, ONS based on 

DNS inherits all well-documented DNS security weaknesses. Besides the centralized nature 

of the single ONS root raises the concern for misuse of dominant power. These concerns will 

be addressed again later in the light of the first-hand information from the experts. 

Once the intended DS is located, the information requester and the DS would verify each 

other‟s identity and then the requester would start sending queries onto the DS. The 

connection and electronic communications in this phase are monitored by the security model 

specified in the setup phase. The query is then processed, and the answer is authorized and 

retrieved based on the query specifics and the access control policy determined in the setup 

phase. If the query were sent by an unknown requester, opaque handle would be activated. At 

last, the result, mainly a list of resource links, is sent back to the information requester. The 

BPMN diagram for the discovery phase
4
 of the DoR model is presented in Figure 8.  

 

Figure 8: Discovery Phase for the Directory-of-Resources Model 

                                                           
4
 To avoid view congestion, only the discovery phase is presented for both the DoR and the NoR. 
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Given a designated DS is located, and a standing query is submitted and stored in the database 

for the NoR, information providers publish resource links onto the DS database through Event 

Manager Interface. Meanwhile, another feature Schedule Checker checks the database 

periodically and executes pending standing queries under relevant access control policies if 

the captured data match query criteria. Messaging Service sends results back to information 

requesters either by trigger or by schedule. The information requester checks its mailbox 

periodically and acquires resource links (Guijarro, et al., 2008). Figure 9 displays the above 

mechanism. 

After all, details for the InterDS Interface are missing in the literature though the term is 

mentioned (Guijarro, et al., 2008). Perhaps the experts can reveal more on this aspect.  

 

Figure 9: Discovery Phase of the Notification-of-Resources Model 

2.3. Service Fulfillment Phase 

In the service fulfillment phase, the necessary steps for both the DoR and the NoR models 

mirror each other (Figure 4 andFigure 5). After acquiring URLs to information resources in the 

discovery phase, information requesters can make attempts via URL to access detailed 

information held by information providers. BRIDGE recommends an optional step to verify 

the acquired URLs by sending intelligent queries before information requesters proceed to 
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send full queries, which state complete, detailed query specifics. If such a request attempt 

were rejected because of absence of trust, opaque handle would come on the scene to 

facilitate a negotiation for trust (University of Cambridge, AT4 wireless, BT Research, SAP 

Research, 2007). 

2.4. Questions, Experts’ Comments, and Resolutions 

Six experts on the WINGS project have been interviewed for the BRIDGE DS model. The 

first interviewee is a GS1 project manager in charge of the working progress of the WINGS 

project. He was a member of the review committee for the BRIDGE Work Package II. The 

second is an engineer specialized in machine-to-machine protocols and currently developing a 

DS prototype for WINGS. The third and the fourth interviewees work as a team on a DS 

prototype for WINGS. One is a researcher and professor on the IoT and at present develops 

application layers between EPCIS, DS, and ONS. The other simulates the Application Layer 

Events standard. The fifth is an R&D engineer working for a French registry and 

commissioned to develop the federated ONS for WINGS. The last is a member of GS1 

Architecture Group overseeing the EPCglobal standards development for the overall 

architecture. There are two more WINGS experts interviewed for the DHT-P2P model since 

WINGS would likely adopt DHT-P2P for a part of its system. 

Scalability: 

1. Do the EPCglobal standards promote or undermine the global interoperability? 

The G1 project manager claims that EPCglobal offers “international”, “open” standards with 

no barrier. It does not sell technologies but makes available the standards to “help the industry 

work together” though it requires a subscription fee to apply the standards. The third and the 

fourth experts hold the same view. The second expert expresses a split opinion. “Today” only 

EPCglobal offers the standards with “working implementation”, which would promote 

interoperability, but the identifier standard could be, in the future, “too tightly coupled with 

EPC”, a structured, “not completely open” identifier. The tight coupling with EPC could 

undermine the interoperability. The fifth reiterates the condition that the most widely used 

EPCglobal standards would promote interoperability “if it were open to everyone and other 

[types of] identifiers”. And he points out the fact that in the US, in many cases, each company 

uses its own and distinctive type of identifier. A conversion mechanism is then necessary. The 

last expert reinforces that “the whole purpose of the standardization at GS1 (EPCglobal) is to 

facilitate the interoperability”. Although various organizations propose alternative DS designs 
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or standards, they should serve to contribute to the standardization work that GS1 is carrying 

out. Works among different DS proposals are not the end itself but a step stone to 

standardization. Otherwise, “it won‟t work”. “Without standards, there will be no Discovery 

Services”, he says with a decisive tone.  

Apparently the EPCglobal aims at the goal of interoperability, but the further development of 

its identifier, EPC, is likely to be the key. 

2. How would you rate the scalability of ONS? 

3. Would item-level data likely overload the ONS root? If so, would alternate multiple ONS 

roots relieve the problem? 

To Question 2, the first and the last experts rate ONS scalability expressly “the same as DNS”. 

All the experts consider the first part of Question 3 no issue because ONS is not applied to 

item-level data by standard. The restriction is set by purpose, the second expert explains. The 

DNS Security Extensions (DNSSEC) featured on ONS could burden its scalability. The 

authentication feature from DNSSEC is “bandwidth consuming”. The User Datagram 

Protocol, the standard for DNS query, tolerates no more 500-kilobyte UDP packets. In case a 

query is more than 500 kilobytes, DNS replies with an error. And the query is re-sent through 

TCP/IP. “Almost all DNSSEC answers are more than 500 kilobytes” because of signatures 

and other security features. As a result, TCP/IP could be too much demanded. For this reason, 

he justifies, ONS should stay out of item-level data handling. Even worse this answer 

suggests that ONS already encounters the scalability problem without handling serial-level 

data. 

The fifth expert, who has been long involved with ONS development, esteems ONS based on 

DNS “scalable because for the past twenty to thirty years DNS [has been] the architecture for 

the Internet”. He continues, “DNS should be able to withstand billions of new things, yet we 

do not know if DNS could withstand the IoT”. He then suggests that for the next phase of the 

federated ONS development based on DNS a test on its scalability even for class-level data 

should be conducted.  

For the other part of Question 3, the discussion is extended to compare “multiple alternate 

ONS roots” proposed in the ESDS problem statement with the federated ONS. The multiple 

alternate ONS roots are to address the scalability problem (Rezafard A. , 2008). This 

approach does not prevent the roots to share the existing Internet hierarchy (Rezafard A. , 

2008). The federated ONS model, however, is intended to decentralize the dominant power, 

otherwise possessed by the single root. All the experts acknowledge the federation as a 
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political measure. The fifth expert further explains that ONS root is “authoritative” in the 

sense that it contains metadata to the information resources that have change control over the 

information of an EPC (EPCglobal, 2008), so “it is risky to have one root in control”. The 

scalability concern is a minor reason for the federation model because the scalability can be 

enhanced simply by “implementing more servers”. Multiple alternate ONS roots and the 

federated ONS roots serve two distinct purposes. 

4. BRIDGE recommends Lightweight Directory Access Protocol (LDAP) for the DS storage 

component standard. How well does it demonstrate scalability?  

The first and the second experts are not familiar with LDAP. The third and the fourth experts 

recognize LDAP as a “new technology”, “good at data retrieval but not good at data 

capturing”. They would instead use a standard relational database for the DS storage 

component. The fifth adds, “In real implementation, LDAP has not been effectively used in a 

mass scenario like DNS”. LDAP has been “mostly used in a company level for name 

searching for a size of five hundred thousand to one million [people]”. It has “never been 

tested for things like billions of domain names”. The expert is not sure if LDAP could meet 

the scalability demand. The last expert sees the question in a broader context: The EPCglobal 

standards allow specific implementation to be decided discretionally by each DS provider. A 

DS provider should determine its specific implementation, e.g. whether it is LDAP, DNS, or 

DHT-P2P, based on its needs and circumstances. Obviously LDAP is not favorable to the 

WINGS developers.  

In addition, none of the experts comment on LDAP‟s replication feature mentioned in one of 

the BRIDGE documents, intended to enhance its scalability (University of Cambridge, AT4 

wireless, BT Research, SAP Research, 2007). Rather they evaluate the effectiveness of 

caching, a similar feature but applicable at bootstrapping. Most of the experts agree caching 

should help relieve the bottleneck problem since the ONS root with caching implemented 

would not be repeatedly queried. The fifth expert relates to the famous article by MIT, DNS 

Performance and the Effectiveness of Caching, and confirms the effectiveness of caching 

though he admits the effectiveness is proven for name service but not for the IoT. The second 

expert argues that caching is effective today because it is applied to the connection to fix 

machines. As there will be more and more mobile objects and domain names changing 

constantly, caching will not help as much. 

Traceability: 
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5. How would inter supply-chain lookup be implemented? 

The last expert acknowledges the technical challenge “anytime to cross a boundary”, namely 

to make a query across multiple supply chains. “A query should be sent to the right place 

among multiple supply chains, and the response should be appropriate”.  

The second expert considers policy management the “fundamental” issue behind this question. 

A supply chain is “revolving” and thus “not fundamental”, but a policy is “fundamental”. He 

stresses, “As long as the policy allows access, whether in one or another supply chain is not 

an issue”. The policy management would determine who has access to what (Rezafard A. , 

2010). The expert also considers the issue the greatest challenge of all in developing DS. He 

emphasizes, the DS design has to remain “simple” in order to operate efficiently. A user 

accepts only immediate replies. Yet a sophisticated policy management would complicate the 

design and slow down the process. He thinks SAML and XACML would be the key standards 

to develop the policy management. SAML stands for the Security Assertion Markup 

Language, “an XML-based framework for communicating user authentication, entitlement, 

and attribute information”. It “allows business entities to make assertions regarding the 

identity, attributes, and entitlements of a subject to other entities” (Madsen & Maler, 2005, p. 

2). According to one latest publication by GS1 regarding DS, SAML actually enables 

assertion management (Rezafard A. , 2010). XACML stands for eXtensible Access Control 

Markup Language, which could enable the functionality fine grained access control demanded 

by EPCglobal (OASIS, 2009).  

The third and the fourth experts would adopt the trust group practice (only user defined access 

control configuration) by ESDS (Guijarro, et al., 2008). A trust group could comprise 

multiple supply chains so that inter supply chain lookup would be feasible. Forming a trust 

group is a mechanism of forming a trust relationship for information exchange based on a 

policy. 

Security: 

6. Are you aware of any security concerns with ONS? What would you suggest for them? 

All the experts are aware of the ONS security concerns inherited from DNS. Most of them 

regard DNSSEC as the standard remedy. Other than DNSSEC, the fifth expert specialized in 

ONS development points out that multiple ONS roots located in different parts of the world 

instead of a single root prevents the system from the single point of failure. When one group 

of servers is attacked, other groups will respond immediately.  
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While most of the experts sweat out a solution or an answer to possible security issues, the 

expert of GS1 AG offers another perspective. He defends ONS‟s security vulnerability by 

treating ONS no more than a registry. A registry provides merely pointers, which would not 

be considered critical information. Therefore, it would not be necessary to impose security 

measures on a registry, but on information resources. 

7. Would centralized DS likely become an obvious target for security attack? If so, what 

would you suggest?  

Question 7 was thought out based on the outdated DS architecture. EPCglobal begins with the 

centralized DS model. Now it works on a decentralized model with multiple DS providers. 

Naturally a centralized DS would be more a target susceptible to malicious attacks. The 

BPMN diagram does not, however, depict the decentralized multiple DS providers but the 

operation of one DS provider and the interaction with its clients. 

8. Does Public Key Infrastructure which BRIDGE recommends work effectively to cover 

security concerns?  

All of the experts agree PKI is “certainly an option” as BRIDGE recommends it. They do not 

comment on the approach in detail since it is only one of many options and implementation 

dependent. Besides the WINGS project is not intended to address security at all.  

9. Do you find opaque handle useful and practical, in which information providers would 

not reveal their identity while negotiating a contract with a non-trusted client? Would it 

give partners more incentives to share information?  

All the experts have no concrete answers to Question 9. They are not sure if opaque handle 

would be actually implemented. The third expert expresses a rather strong negative: “Not 

possible”. He questions how an enterprise would negotiate a trust relationship and share its 

business information with someone “opaque”. He thinks that negotiation should most likely 

be carried out in a transparent manner. The GS1-AG expert leads the question back to the 

underlying incentive, “how [clients] see the exchange of information valuable”. The further 

development of the opaque handle should be closely watched. 

Power Structure: 

10. Which party has power according to the architecture? Is there concentration of power? 

All the experts do not agree that there is concentration of power under the federated ONS 

model and distributed DS providers. In fact, the federated ONS model is proposed for the 

purpose to dissolve power concentration. The first expert emphasizes that each company 
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keeps its own data. The data stored on ONS and DS is only minimal and useful for further 

lookup.  

11. Would concentration of power likely lead to misuse of power and subsequently 

compromise the security? 

The fifth expert comments on the single root architecture, which “could be an issue in the 

future if it becomes as important as DNS”. The second expert sees the problem with power 

concentration and misuse currently as “always” and of “no answer”. He suggests one to keep 

track of the issue by subscribing newsletters concerning DNS. The last expert continues on 

exploring the issue by zooming in on a supply chain. “A large retailer”, for example, has 

“mandate” on other partners to share information on DS in a supply chain. The mandate 

serves to improve the process, to avoid out of stock, and to speed up the move of goods in the 

supply chain. The result is “not one side deal”, but mutual benefits among partners. Vendors 

would carry lower accounts receivable and get paid faster if retailers could move goods faster. 

This scenario exists with power concentration, yet it benefits all business partners, which are 

convinced of data-sharing value. Power concentration could be rightly utilized for distributed 

benefits. 

Challenges: 

Other than the questions over the derived categories, the experts also comment on the primary 

challenges in developing DS. The GS1-AG expert gives a brief background, from which these 

challenges arise. In general, DS discovers information about a product in the three levels: 1. 

Master Data, e.g. static attributes associated with an object throughout its lifecycle; 2. 

Transaction Data about an object being initiated in a manufacturing process and traded in a 

supply chain; 3. Event Data about specific incidents happening to an object such as 

temperature, condition, location, etc. To handle and to discover these three levels of data 

under appropriate security and policy managements is the fundamental challenge. ONS is 

designed to handle and to discover the master data of object, and DS the transaction and event 

data.  

Another challenge considered as a “big problem” by the third and fourth experts is to 

“distribute or semi-distribute” ONS roots yet with “global consistency”. The last challenge 

identified again by the GS1-AG expert is “to create critical mass”. In order for DS to work, 

more partners have to make their data available on DS; otherwise no more partners will adopt 
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DS. It is a chicken-and-egg question. He recommends the solution that a large supply-chain 

partner mandates DS on other partners as mentioned earlier. 

Moreover, BRIDGE specifies that replies to a standing query could be sent to the information 

requester either immediately or in a batch periodically. All the experts seem flexible in this 

matter. The first expert simply puts it this way: If the standing query is for an incident of 

recall, the notice should be sent out immediately; in case of less urgency, a time batch 

approach is just fine. The second expert compares the possible implementation with 

Application Level Event. It is an event cycle report in which timing of data collection can be 

self-customized. The same mechanism can be adopted as well for DS reporting. The expert is 

again cautious with the application because the customization by each user could lead the 

usage apart from the principle “simplicity”. To hold on to it, standing queries should be 

categorized to two groups, complex and simple. Batch return should serve complex queries, 

and synchronous return simple queries. The third and fourth experts would adopt batch return 

because they claim the batch return is standardized for EPCIS and insist on minimal change 

of the existing standard. 

Diagram: 

The modified version is presented based on the DoR model with the three phases (see Figure 

10). A few experts complain that the diagrams for BRIDGE are too complicated and with too 

many connections. The modified version trims off some parts such as text annotations, 

message flows from information providers to DS, and a few minor tasks, which can be 

replaced with other simpler expressions, e.g. converging message flows. The change made for 

an Inter-DS query is reflected based on a new finding from Afilias, which will be discussed in 

the next chapter. 
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Figure 10: Modified Version of the BRIDGE Model (DoR) 

Critical Updates: 

The table below summarizes the critical updates based on the interviews and the found 

deviations between the literature and the late practices. 

Documented Newly Discovered 

ONS is not scalable to handle serial-level 

data. 

Not certain if ONS is scalable for serial-level 

and even class-level data. In need of more 

testing. 

Multiple alternate ONS roots ~ Federated 

ONS  

 Multiple alternate ONS roots for 

scalability 

 Federated ONS for distribution of power 

LDAP recommended by BRIDGE LDAP considered not scalable and only as 

one of many options by the WINGS 

developers 

Inter-supply chain lookup not specified  ESDS trust group 

 To be enabled by assertion and policy 

managements 

ONS vulnerable to security attacks No critical information stored at ONS 

Converging 

message 

flows 

InterDS Query 

I 
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DS as a centralized architecture A decentralized architecture 

Opaque handle envisioned No progress observed 

Power concentration on DS and ONS Distributed and federated 

Fear for power concentration Mutual benefits of power concentration on a 

supply chain 

Table 2: Critical Updates for BRIDGE DS 

3. Afilias DS 

Afilias is actively involved in the joint effort to define requirements for the EPCglobal DS 

standard (How Afilias Discovery Services Works). Afilias DS (ADS), a DS model proposed 

by Afilias, claims to provide “lookup service that is highly scalable, enabling numerous 

supply chain partners across multiple supply chains to securely exchange historical data” 

based on an open, web services protocol, named Extensible Supply-chain Discovery Service 

(ESDS) and works complementarily with ONS (Afilias). ADS is modeled based on the three 

documents, Finding your Way in the Internet of Things, Enabling Whole Chain Traceability 

in Global Food Supply Chains, and Extensible Supply-chain Discovery Service Problem 

Statement. Though ESDS supports both one-time and standing queries, only one-time-query 

scenario is presented here. The standing-query scenario is very much similar to that of 

BRIDGE at least in terms of process. 

3.1. Setup Phase 

According to the ESDS internet drafts, a trust group of partners (either in one or multiple 

supply chains) and their access control policies are predetermined before any events are 

injected (published) onto DS, and any reference information is retrieved. Policies should be 

set to determine who can publish and retrieve data and what data and to what extent can be 

published and accessed  (Afilias , 2009). The predetermined group would exclude other 

potential partners who could be involved occasionally in a dynamic supply chain. An 

exception would be “notion of a proxy event injection”, which allows one authorized proxy 

partner to inject events on behalf of other partners who may or may not exist in that particular 

supply chain (Guijarro, et al., 2008). In this way, these former outsiders would then be 

included in the trust group, but all the injected events would be still traced back to the proxy 

partner rather than the actual data owners. The forming of such a trust group is, however, not 

depicted in the BPMN diagram. 
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Opaque handle proposed by BRIDGE has also been recommended for ESDS, but in practice 

the above predetermined trust group appears to be instead implemented (Rezafard A. , 2008; 

Guijarro, et al., 2008). Opaque handle is implicitly visualized in the diagram for ADS. It takes 

place at the sub-process “Authenticating and Authorizing Information Requesters” (see Figure 

11 andFigure 12). When a query from a non-trusted information requester arrives, DS 

specifies the information visibility based the non-trust relationship and acts as NodeRefs, an 

intermediary, to facilitate a negotiation between the information requester and provider for a 

trust relationship and an access control policy, while not revealing their identities. Once the 

new relationship is established, the query process resumes. If the negotiation fails, the query 

process is then cancelled. Opaque handle should take effect again when a global lookup to 

other ADS is activated. 

 

Figure 11: Authenticating and Authorizing Information Requesters 

Once data of an object identifier (agnostic identifier) are captured and stored at an information 

provider, the “key events” of the data captured for the first time such as referral links, access 

control policies, timestamp, and the name of the data owner are published onto DS  (Afilias , 

2009).  The key events of the newly captured data, even if not for the first time, are uploaded 

to DS when the key records on DS are obsolete (Afilias , 2009). These published, up-to-date 

data are then stored in a DS database and ready for later retrieval. The published access 

control policies on top of DS‟s access control policy specify a certain information requester‟s 

access rights and visibility to the data (Rezafard A. , 2008). Either a trusted or a non-trusted 

information requester would present its authentication and authorization credentials to DS, 

which evaluates them against relevant access control policies. And based on the evaluation, a 

certain level of access rights and of visibility to the record fields is granted (Rezafard A. , 

2008). A non-trusted information requester, with a limited view to the object of interest, could 

initiate an opaque handle through DS. The setup phase then comes to an end. 
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Figure 12: Afilias Discovery Services 

3.2. Discovery Phase and Service Fulfillment Phase 

The discovery phase begins with sending a query to a designated DS through bootstrapping. 

As mentioned earlier, ADS adopts “a complementary ONS that is compliant with EPCglobal 

standards” (How Afilias Discovery Services Works). The article published by Afilias, 

Finding your Way in the Internet of Things, describes ONS bootstrapping in detail. The 

bootstrapping process visualized as the sub-process, “Making Queries of an Object Identifier 

to ADS”, should bear resemblance to the sub-process, “Finding a DS through ONS 

Bootstrapping” in the BRIDGE diagram (Afilias, 2008; EPCglobal, 2008). However, the ONS 

bootstrapping described in the BRIDGE document is carried out with EPC and depends on 

structured identifier, while Afilias proposes identifier agnostic, “unstructured opaque 
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identifiers which can be used as a lookup key” (EPCglobal, 2008; Rezafard A. , 2008, p. 12). 

Would ONS be able to handle the unstructured naming system? Hopefully the experts 

interviewed would be able to give some insight into the issue. 

When the bootstrapping proceeds successfully, the query arrives at the DS. The query would 

be authenticated and authorized based on the credentials. The results would then be delivered 

from the data storage based on the query specifics and the relevant access control policies. 

The results are key information captured in the setup phase. The key information would be 

sent back to the information requester. If the information of the queried object were not found, 

a global lookup of the object would be sent to other ADS again through bootstrapping 

(Rezafard A. , 2008). These activities are feasible among partners with trust relationships 

created either through a trust-group or an opaque-handle mechanism. 

In the service fulfillment phase, the information requester should send a query directly to the 

information providers to which the referral links connect. The requester would be able to 

retrieve desired detailed information after the authentication and authorization process. The 

query service is now fulfilled. 

As specified by Afilias, electronic transmission is secured under SSL session as shown in 

Figure 13. For the step handshaking, two partners authenticate each other through public-key 

cryptography. Once SSL session is established through handshaking, symmetric keys are used 

to encrypt and to sign exchanged information  (Microsoft, 2003). 

 

Figure 13: SSL Session 

                   (SSL/TLS in Detail, 2003) 
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3.3. Questions, Experts’ Comments, and Resolutions 

The questions for Afilias are very much similar to those for BRIDGE because both the 

models seem to share the core architecture according to the literature review. 

One expert is interviewed for ADS. He is a Solution Architect developing and standardizing 

DS at Afilias and a member on the Technical Standards Committee (TSC) at GS1. He has 

been involved on the software side of the RFID domain since 2004, and the initial focus was 

particularly on delivery of software systems that manage data generated by RFID sensors. He 

has worked on a pilot based on the ESDS protocol to discover available EPCIS on a supply 

chain. The main task was to implement EPCIS and the EPCglobal Core Business Vocabulary 

in the pilot to uniformly “define meaning for everything” among repositories with different 

schemata and vocabularies. Then one can make a query to various types of repositories and 

receive an answer with “consistent meaning”. 

The expert at the beginning sets the stage for the relationship between ADS and EPCglobal 

DS. ADS based on ESDS is treated as “Version 1” of EPCglobal DS. Thereafter, some 

shortcomings have been found existent, and some key features have been found missing by 

review companies and universities. Major changes have been made for authentication and 

authorization; the core base remains the same. In other words, ADS should reflect the “core 

base” of EPCglobal DS to a high degree. This claim corresponds to the impression acquired 

throughout the literature review. 

Before answering the questions, the expert gives a concise overview of the DS functionalities. 

First DS should facilitate “locating resources of information relating to observations on a 

particular object”. Secondly DS should facilitate “negotiations for accessing the information 

resources by establishing trust between the information producers and consumers”. To 

information consumers (requesters), DS acts “a search engine, enabling them to discover new 

sources of information based on the key word (i.e. object identifier)”. To information 

producers (providers), DS acts as a “social networking platform, enabling them to share 

particular sets of information with trusted partners… as well as allowing them to grow that 

network of partners”. In his view, DS plays three roles, a mediator, a search engine, and a 

social networking platform. 

Scalability:  

1. Would the global traceability of every single item accommodated by DS be necessary and 

practical?  
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The expert thinks that the answer to Question 1 depends “entirely” on use cases. For example, 

the pharmaceutical industry “requires pedigree information for all the products in supply 

chain at the serialized level”. It is critical to track and trace “safety-critical objects” like 

“foods, pharmaceuticals, aircraft parts, medical equipment and automotive components”  

(Afilias , 2009). He also relates this question to an interview with Tim O‟Reilly over Web 2.0  

(O'Reilly, 2009). The current web is filled with user generated data, forming “collective 

intelligence”. This intelligence can be complemented with “automatically collected” data 

through sensors to build “an electronic nerve system to not only think and talk about the 

world, but to feel the world [real time]”. This vision realized in supply chains redeems the 

information system from its dead end with fragmented and backward-looking data. The real-

time, forward-looking, and ubiquitous data availability would empower companies to improve 

the return of investment. DS should play a pivotal role in reaching the height. 

2. How would you rate the scalability of ONS?  

The expert reads the intrinsic question behind Question 2. He says, “ONS could be made to 

scale to the level needed for serialized objects”. However, according to “the protocol‟s core 

feature”, ONS distributes information for public consumption, thus responding to anonymous 

queries; a user would not be authenticated. This feature would mean that if ONS were used 

for serialized objects, commercially sensitive information such as sales volume would be 

made available in public domain. “This is not acceptable”. For the same reason, “the 

username portion of email addresses is not stored in DNS”. For instance, yuan-

en.liu@student.hu-berlin.de should not map to yuan-en.liu.student.hu-berlin.de. “We should 

not use ONS to store serialized information”, the expert concludes. The expert stands clearly 

against the extension of ONS to the serial-level data implied in Finding your Way in the 

Internet of Things  (Afilias, 2008). In his opinion, ONS is not suitable for serialized data 

because of the privacy problem rather than the scalability.  

The expert then furthers the above discussion over the relationship between ONS and DS 

based on an Afilias‟ presentation titled Discovery of Things and its Governance  (Rezarfard, 

2010). ONS should function only like a DNS “to find DS that the manufacturer is using”. 

There is “no global one DS that everyone uses”. Each company (owner of product) should 

choose its “preferred DS” listed in ONS registry. (see Figure 14 compared with Figure 2) The 

EPC Manager, typically a manufacturer that holds and controls identifiers, is allowed to 

update ONS records. Other partners may have their own preferred DS providers. Partners may 

publish links to the manufacturer‟s preferred DS onto their own DS. 
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Figure 14: Relationship between ONS and DS 

                   (Discovery Services: The Final Chapter in End-to-End Visibility, 2010) 

3. Would item-level data likely overload root ONS? If so, would alternate (multiple 

designated) root ONSs, which Afilias considers unnecessary,
 5

 relieve the problem at least 

to some extent?  

The main issue with the single ONS root is no scalability with serial-level data because ONS 

does not deal with serial-level data at all. The issue sits on the control of the root. For the past 

year, the US Senator, Joe Lieberman has been pushing the bill to give the absolute power to 

the US federal government to shut down the Internet under a declared national emergency, 

while the Chinese government can already disconnect parts of its internet (Watson, 2010). 

The current ONS root is maintained and controlled in the US. The political concern, which 

has very little to do with scalability, leads to the initiative in the federated ONS, in which each 

country can control its own root. This background for the ONS federation should hypothesize 

an important discrepancy between alternate ONS roots and the federated ONS roots. Alternate 

ONS roots share underlying Internet root servers, whereas the federated ONS roots do not. 

4. How much could DNS caching help to cope with overloading? Would caching slow down 

the updating process?  

                                                           
5
 An opinion mentioned in Finding your Way in the Internet of Things contradicts ESDS protocol. 
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Like those working on the WINGS project, the expert responds that DNS caching would not 

work as effectively for item-level queries because they are more unique than the class-level. 

5. Does Afilias‟ open platform for various sorts of object identifiers and standards have the 

edge over the uniform standard by EPCglobal in winning more customers?  

Question 5 takes Afilias and EPCglobal as two parallel developments, but the expert‟s answer 

again shows that the two lines actually converge. The EPCglobal DS standards attempt to 

adopt the requirement of identifier agnostic emphasized by Afilias  (Afilias , 2009; Rezafard 

A. , 2010). But this requirement is applied only to the serial number. The ONS standard 

accepts “currently” only GS1 identifier (EPC) at the class level  (Rezarfard, 2010). The expert, 

however, states that EPCIS and DS have ability to accommodate different identifiers as long 

as they are “in the form of URI”. This claim seems to loosen the current ONS standard tightly 

bound with GS1 identifier. In this case the step to convert the object identifier to URI could 

be redundant as shown in Figure 7, ONS Bootstrapping, if the identifier were already in URI 

form. In fact, if URI were URL in some case, the ONS resolution could also be skipped. But 

ONS remains intact. This adjustment appears to make the system more open to other naming 

standards. (see Figure 15)  

The expert explains with an excited tone, “Right now” each person or entity can register its 

domain name and thereof issue its own identifiers. “That means you can go get [a domain 

name,] ren.de and then give an object identifier, ren.de/obj/1234”. The EPCglobal Core 

Business Vocabulary defines the specifics of how to create and use the domain name. The 

expert continues, “Basically we are going to treat an identifier as a keyword”, a random string 

of characters (identifier agnostic) not to be deciphered or decoded, and no meaning should be 

extracted out of it. Because the identifier, namely the serial portion, could be anything, it 

cannot be “intelligently manipulated” or interpreted but simply seen as a keyword. This 

approach would resolve not only the interoperability issue but also the privacy issue 

associated with the serial number that is prone to leak commercially sensitive information. 
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Figure 15: Modified ONS Bootstrapping Process 

Traceability:  

6. Would Afilias likely adopt a peer-to-peer model to enable its global, inter-supply-chain 

lookup?  

The proposed P2P model mentioned in Question 6 is, as the expert clarifies, “to have a 

federation of DS instances across the globe; however, this is a future consideration for the 

next version of DS”.  “Currently DS peers can publish links to each other to provide 

continuity across multiple nodes”. “This is possible since DS is agnostic to [different types of 

interfaces, through which] an information resource is publishing”. This approach is 

commensurate with one EPCglobal main requirement that each user can choose its preferred 

DS and put its data in the hands it trusts. Therefore, concerns like single point of failure, high 

availability, and load balancing and which DS technologies to choose should be taken care of 

by DS providers. Solutions to them vary because methodology and demand shift from time to 

time. EPCglobal just puts up choices and leaves DS providers to decide and to “stay on the 

top of the service”. The user‟s discretion and the market competition cooperating with the 

proposed functional requirements keep up the DS service quality. 

Security:  

7. Are you aware of any security concerns associated with ONS? What would you suggest 

for them?  

The expert puts Question 7 into perspective, while ONS is often criticized for its security 

weaknesses. He replies, “I am not aware of any particular security concerns for class-level 

records being published in ONS”. “If ONS is misused for item-level records, then we have 

security concerns with revealing issued EPCs to the public”. And certainly the expert does not 

forget DNSSEC for the ONS security concerns much shared by DNS.  

Identifiers in URI form 
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8. Would central DS likely become an obvious target for security attack? If so, what would 

you suggest?  

The expert eliminates the possibility for central DS “specifically because a single 

implementation can‟t accommodate the various sets of use cases for DS”. Hence the term 

Discovery Services is coined as plural.  

Not overlooking the fact that multiple, distributed services in general make attacks more 

difficult and costly, the expert then looks at the security problem with a central service 

provider in a new light. For example, gambling sites launch attack to each other. Afilias offers 

“Managed DNS”. “One site can source DNS from Afilias, which will handle these attacks for 

it”. It is then billed based on the volume of attacks. Sourcing from a central service provider 

instead of managing the network on its own can be an economical and effective means of 

security measures.  

9. Would DNSSEC significantly enhance the security?  

The expert confirms the importance of DNSSEC in securing the DNS and ONS 

infrastructures “to facilitate verification of presented identities”. The secure infrastructures 

will have “a direct effect” on enhancing DS security. 

10. Do you find opaque handle useful and practical, in which information providers would 

not reveal their identity while negotiating a contract with a non-trusted client? Would it 

give partners more incentives to share information?  

The expert suggests to “review the SAML Artifact Profile as one means facilitating 

anonymous, [opaque] access control negotiations where the parties have authenticated 

themselves with authentication authorities, but their identities are not revealed to the party 

verifying the artifact”. He then illustrates the opaque handle with an example. A can authorize 

Google to authenticate the other party B. If Google authenticates B, A is going to trust B 

because A trusts Google. The expert admits that ADS could not offer this function with ESDS. 

With ESDS, each supply chain has a master or authority partner, who can specify who may or 

may not come in to form “a circle of trust”. This approach by ESDS is not preferred. Rather 

one can come in a trust relationship as needed through opaque handle with other parties. 

11. Would ADS be able to provide fine-grained access control?  

The expert tells that the EPCglobal DS SAG has “not yet” considered and worked on the fine-

grained access control. Though “no final decision” is made yet, XACML recommended by 

BRIDGE should facilitate the functionality, and the collected user requirements should be 
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reviewed. The expert would imagine that the implementation is close to the fine-grained 

access control with EPCIS described in one Oracle publication. To make the mechanism, 

especially at querying, more efficient and scalable, some pre-calculations of records have to 

take place already at publishing. For example, the identity of a requester is not known till at 

querying, but the object identifier pattern could be pre-calculated based on the known data 

elements at the time of publishing to reduce the latency at querying. The actual 

implementation is to be further explored. 

12. Afilias claims to encrypt the delivered key information. How would it be carried out? 

With PKI?  

Afilias‟ ESDS uses Secure Socket Layer (SSL) to encrypt message flows for both the server 

and client sides. 

The expert concludes the DS security with the following statement. “Authentication and 

authorization are no expertise of GS1”. Therefore, it does not come up with its own protocols 

and rather relies upon existing standards. For example, implementing PKI is recommended by 

IETF. Many other security features appear on the stage in the same way. 

Power Structure:  

13. Would the fact that Afilias is the global leader in advanced registry services (support top-

level domains) give the organization the cutting edge as well in empowering DS with 

DNS?  

14. Would such an advantageous position for Afilias discourage competition?  

The expert defends Afilias against the public suspicion over the dominant position raised in 

Questions 13 and 14. “The only advantage”, which Afilias has in this domain is its “expertise 

and ability to design large-scale systems… [Afilias does not have] any structural advantages 

to offering both DS and DNS”. Simply put, Afilias is merely a service provider in a “flat peer-

to-peer model”, which has no control over DNS, a “top-down hierarchical system”. The focus 

of these questions is then shifted onto a DS service provider, which might misuse its power 

and control over its clients‟ data. Each service provider has to implement “the safeguard to 

prevent the abuse of the access to the information”. For example, banks have loads of private 

information. One way is to deploy technical means to block unauthorized access, and the 

other is to make fiduciary duty legally binding to deter misappropriation of data. DS providers 

have to respect the privacy of their users and protect information “from invasion inside and 

outside”.  The whole issue turns out to be a policy and legal matter. 
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Challenges: 

The expert points out two main challenges in implementing DS. The first is a Catch-22: “DS 

can‟t deliver value until it‟s been implemented across the supply chain, and it won‟t be cost 

justified to implement until it delivers value”. The second is that “the information resource 

solution providers don‟t have an incentive to publish records into DS”. The real-life case 

would be the fight between Facebook and Google over their data sharing philosophies  (Debjit, 

2010). Google lets users control their data sharing, whereas Facebook does not allow any data 

exporting. Like Google encourages users to file a complaint against Facebook, EPCglobal has 

to “incentivize” users (information providers) to “pressure their solution providers for 

implementation of data sharing interfaces such as EPCIS and DS”. If DS is successfully 

implemented on supply chains and extracts value from such implementation, a “marketplace” 

will be formed, and more sensory collection devices will be deployed to realize the IoT. 

Diagram: 

For the ADS diagram in Figure 12, the expert suggests to “add a conditional box for filtering 

publications” to DS. Any update should be qualified with the condition that it is a “critical 

update” to be shared with partners. A critical update, more specific than a key record, is one 

that would not bring redundancy. The same holds true for publishing first-time observations. 

It is a “common practice in supply chains to only publish receiving and shipping updates to 

[DS] and not every lifecycle or business step”. In the modified version (see Figure 16), an 

Intermediary Error Event would be attached to the activity task Storing and updating key info 

of object IDs. The error event functions as the proposed conditional box.  

As discussed earlier in Question 6, the current architecture does not facilitate propagation of 

queries (global lookup) from a local DS to a global DS demanded in the federated DS model. 

Instead the local DS delivers a link to another designated DS. The diagram is adjusted 

accordingly. 

Opaque handle discussed in Question 10 is expressed in the modified version where 

information requesters and providers interact with each other via DS as NodeRefs. In the 

modified sub-process, Authorizing Access Rights, the task of establishing a trust relationship 

and an access control policy is removed because the proceeding of such relationship 

establishing would be illustrated by DS facilitating negotiation between DS and clients. (see 

Figure 16Figure 17) The Intermediary Conditional Event for opaque handle is bounded to the 

renamed sub-process. In case of a non-trust relationship, the information requester contacts 
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the veiled information provider via DS; then the negotiation begins. The task Authenticating 

would take place instead at the very beginning of the process. 

 

Figure 16: Modified Version of ADS 

 

Figure 17: Modified Sub-process, Authorizing Access Rights 
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DS functions similarly as a search engine. DS is envisioned as a mediator, a search 

engine, and a social network platform to 

facilitate an electronic nerve system 

ONS is not scalable for serial-level data. Not certain if it is scalable, but certainly it is 

vulnerable to privacy surveillance. 

Afilias supports ONS serial-level lookup. It does not support it. 

one centralized, global DS decentralized, multiple DS providers 

Single ONS root entails scalability concern. A political issue. 

alternate multiple ONS roots ~ federated 

ONS 

 alternate multiple ONS roots to solve the 

scalability problem 

 federated ONS to dissolve power 

concentration 

identifier agnostic   identifier agnostic only for the serial-

level portion 

 URI form for the class level 

Serial-level identifier leaks commercially 

sensitive information. 

Identifier agnostic makes the serial-level 

identifier a keyword. 

Inter-DS lookup accommodated by DHT-

P2P 

 Current: Publishing links to other DS 

 Future: DHT-P2P 

ONS is susceptible to security attack. No security concerns as long as ONS is not 

used for serial-level lookup. 

formulating DS security standards using existing standards 

technical means to enhance security and to 

dissolve power concentration 

as well as legal and policy means 

Table 3: Critical Updates for Afilias DS 

4. ID@URI on DIALOG 

ID@URI is an email-address like notation, which identifies each object and links it to its 

product agent  (Främling, Holmström, Ala-Risku, & Kärkkäinen, 2003). The URI part refers 

to the domain name of the product agent, and DNS guarantees the domain name‟s global 

uniqueness. The ID part refers to a single class or item of object (Främling, Harrison, & 

Brucey, 2006) and can be “chosen freely as long as it is unique in the context of the URI, 
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therefore existing serial numbers or numbering standards (including EPC) can be used” 

(Meyer, Främling, & Holström, 2009, p. 9).  

This naming approach is implemented in an information system called the Dialog platform 

(DIALOG), which contains two software components: client and server  (Främling, 

Holmström, Ala-Risku, & Kärkkäinen, 2003; Meyer, Främling, & Holström, 2009). The 

client component is used for capturing, updating, querying, and linking to product information, 

and the server component implements product agent functionality that manages the product 

information (Främling, Holmström, Ala-Risku, & Kärkkäinen, 2003; Meyer, Främling, & 

Holström, 2009). The product agent can communicate with “virtually any existing database 

product” through Java Database Connectivity (Främling, Holmström, Ala-Risku, & 

Kärkkäinen, 2003, p. 15). Simplicity is regarded as the major advantage of ID@URI, thus 

inventing no new standards and adopting existing ones. 

4.1. Setup Phase 

Given that the Dialog platform is installed at the manufacturer and its partners in a supply 

chain, the URI part of an object identifier connects the correspondent physical item with its 

product agent located at the URI, usually a URL (Främling, Harrison, & Brucey, 2006). (see 

Figure 18) Real-time product information of the item captured at each partner (client) is 

uploaded to the product agent (server) and stored at the designated database (Främling, 

Holmström, Ala-Risku, & Kärkkäinen, 2003). The product agent is usually owned and 

controlled by the manufacturer, which assigns both the ID and URI parts to an object. 

Multiple agents can also be implemented to represent the participants in a supply chain such 

as order acquisition agents, logistics agents, transportation agents, scheduling agents, and so 

on  (Främling, Holmström, Ala-Risku, & Kärkkäinen, 2003). Each type of agent is specialized 

in managing certain information.  

Security measures are implemented to guard the information flow at information publishing 

and updating. The identity of the physical item and the information location (product agent) 

can be validated through two-key encryption, such as RSA
6
 and DSA. An encryption key has 

to be then inserted in an item‟s tag. PKI can also play a role to obtain a higher level of 

security by managing encryption keys and PKI certificates  (Främling, Holmström, Ala-Risku, 

& Kärkkäinen, 2003). The Dialog platform is intended to be “as open as possible” to different 

secure communication protocols such as SOAP, HTML, and Java RMI without modifying the 

                                                           
6
 RSA stands for Rivest, Shamir and Adleman, who first publish an algorithm for public-key cryptography. 

http://en.wikipedia.org/wiki/Ron_Rivest
http://en.wikipedia.org/wiki/Adi_Shamir
http://en.wikipedia.org/wiki/Leonard_Adleman
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system itself (Främling, Holmström, Ala-Risku, & Kärkkäinen, 2003, p. 12; Främling, 

Harrison, & Brucey, 2006).  

4.2. Discovery Phase and Service Fulfillment Phase 

Connecting to the product agent can be seen as a DNS-resolving process. DNS resolves a 

URL into an IP address through which a client, whether to publish or to access information, 

gets linked to the product agent. (see Figure 18) The attention is now turned to the ID part of 

the object identifier. Many companies, in practice, do not use one single naming (numbering) 

system for identifying product items (Främling, Holmström, Ala-Risku, & Kärkkäinen, 2003). 

Instead of modifying or changing an existing numbering system to another, the Dialog 

platform is able to link the ID part to a company‟s internal numbering system (Främling, 

Holmström, Ala-Risku, & Kärkkäinen, 2003).  

Retrieving the information of the requested object then comes after the above linking process. 

The retrieved information as well as the published could be direct text and/or link to 

information. The direct text could be sent in Hypertext Markup Language (HTML), eXtended 

Markup Language (XML), or any other format that can be understood by either the client 

system or the product agent. And the transmitted direct text can be encrypted using SSL  

(Främling, Holmström, Ala-Risku, & Kärkkäinen, 2003). Link to information would be an 

HTML link to an internet address. This approach uses existing web-based user interfaces with 

authentication and authorization features. A client would, for instance, need a password to 

access the website  (Främling, Holmström, Ala-Risku, & Kärkkäinen, 2003). 

If the requested object is a part of a composite product, the ID@URI identifier of its parent 

product is retrieved. The client then goes through the earlier resolving and linking processes 

again to find the right product agent for the parent product. After all, either direct text or link 

to information about the parent product is delivered to the client, and the information of the 

child product should be discovered. 
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Figure 18: ID@URI on the Dialog Platform 

4.3. Questions, Experts’ Comments, and Resolutions 

A project manager, who worked on the DIALOG (Distributed Information Architecture for 

the Collaborative Logistics) project, has been interviewed. This expert has been both a 

researcher and practitioner in the field of intelligent products for ten years. He has led a few 

pilot projects in implementing ID@URI on DIALOG. 

Before diving into the collected questions, the expert gives an overview of ID@URI on the 

Dialog platform. The Dialog platform could implement PROMISE Messaging Interface (PMI) 

through which product-to-product or product-to-mobile communication can be carried out. 

The approach allows both reading information from an object and writing information to an 

object, while EPC can accommodate only reading. Brief information can be stored in the tag 

for quick reference. Then the expert demonstrates several real-life applications for ID@URI 

in a video. One example is that one could read his or her car‟s condition and send the data to 

an auto repair shop with a mobile device. The repair shop could in turn submit a standing 

query to the mobile device. And it sends back the requested information subsequently for 

further diagnosis. The expert summarizes ID@URI with the remark, “all about setting up 

temporary, updated links between objects and backend information systems”.  
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In addition, he does not avoid bringing up the two most discussed criticisms against ID@URI: 

1. A product‟s URL may change during its life cycle; the solution would be to send out the 

notification of the change via PMI; 2. An ID@URI identifier has a longer text for RFID, 

which incurs more cost; the solution would be to put URL on the reader rather than on the tag. 

In spite of the drawbacks, the expert shows the confidence in the ID@URI approach in 

contrast to ONS and DHT-P2P. He comments that a firm has to register with GS1 to use ONS 

that is still entangled with its scalability problem, and DHT-P2P is complicated to be 

implemented. 

Scalability: 

1. Since the lookup relies on DNS, would the item-level DS overload the DNS root?  

The expert does not agree that item-level data handling would overload DNS root because 

DNS resolves each URI (in this case, URL) only once, and the IP address is cached for floods 

of item-level lookup with the same URI. The expert believes DNS should be able to sustain 

the item-level data usage given its availability. Moreover, he highlights the ID@URI‟s 

advantage in no need of ONS because ONS conversion makes caching with DNS servers less 

efficient.  

2. Would a single product-agent implementation be able to handle the amount of item-level 

data? 

This question assumes a single-product-agent implementation. Multiple agents could also be 

implemented to enhance scalability. 

Traceability: 

3. Would the Dialog platform be able to manage a dynamic supply chain? 

The expert claims that the traceability should be no different from the visions by BRIDGE 

and Afilias unless the link is broken. He does not elaborate on other specifics. 

Security: 

4. Is there a central repository on the Dialog platform? If so, would it be an obvious target 

for security attack? 

The expert admits that the central repository on the Dialog platform is vulnerable of security 

attacks, e.g. query profiling.  

5. Would EPC or URI reveal more commercially sensitive information? 
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EPC could reveal more sensitive information than URI. EPC could consist of a manager 

number, an object class, and a serial number, and the serial number could reveal sensitive 

information such as sales volume. URI indicates merely an information location. But what 

about the ID part if it is a serial number? The expert then suggests to encrypt the ID and to 

send it separately under Hypertext Transfer Protocol Secure (HTTPS), which is often used for 

online payment transactions.  

6. Is the system featured with fine-grained access control? 

The expert thinks it would be too complicated to implement fine-grained access control, 

especially in dealing with composite products which are owned by different companies. In 

addition, the expert stresses that the Dialog platform would simply adopt existing security 

standards. 

Power Structure: 

7. What is the incentive scheme in this system, according to which the manufacturer 

centrally controls all the data and other partners are willing to entrust the data that they 

own to the manufacturer?  

8. Would multiple agents resolve the issue of power concentration? 

“It could be a big problem”, the expert remarks, “But the [data] owners can always choose 

whether to trust [the manufacturer] or not”. The expert suggests that agreements on data 

handling can be established among owners and agents. Yet the expert identifies the risk of the 

power misuse and its inevitability with the example of Facebook. Many Facebook users are 

aware of the risk but assume it since the advantage appears to outweigh the risk to them. “Life 

is compromise”, the expert says with a wry smile, “… to block everything by technical 

means… It gets too complicated”. 

Diagram: 

The expert agrees with the diagram for ID@URI on the Dialog platform for the most part. 

The minor change would be to simplify the diagram by removing the intermediate event on 

the task Retrieving data of the requested object. The parent product‟s ID@URI should be 

handled no more specially than as a link and returned to the client in the next task. The expert, 

however, expresses caution that the diagram shows only the basic model, and the way of 

querying could change depending on communication interfaces. For example, the client could 

connect to EPCIS instead of object agents. In other words, ID@URI on DIALOG is adaptable 

to other popular standards. Moreover, the collapsed tasks, Sending the results and Connecting 
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to an object agent, are to establish SSL session, during which information can be securely 

exchanged. (see Figure 13) The modified version is shown below in Figure 19. 

 

Figure 19: Modified Version of ID@URI on the Dialog Platform 

Critical Updates: 

ID@URI on DIALOG is no different than a lookup service on DNS.  

5. DHT-P2P 

Object Information Distribution Architecture (OIDA) proposed in the two articles, 

Distributed ONS and its Impact on Privacy and Implementing Secure P2P-ONS, is used to 

represent the DHT-P2P model (Fabian & Günther, 2007; Fabian, 2009). The architecture is 

particularly intended to cope with security, privacy, and availability issues associated with the 

current ONS implementation. The three phases, Setup, Discovery, and Service Fulfillment are 

applicable here as well. 

5.1. Setup Phase 

As assumed, OIDA does not demand security features on the nodes but merely identity 

verification of the nodes. “Nodes should not be trusted more than unauthenticated DNS 

It could be a link to an information 

resource or to another product agent 

where the information of the parent 

product is stored. 
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servers used daily on the Internet” (Fabian & Günther, 2007, p. 3). The assumption is 

intended for the “decentralized and self-organized aspects” of P2P systems (Fabian & 

Günther, 2007, p. 3). Rather security features are embedded in data themselves even though 

the nodes could enforce security measures as options (Fabian & Günther, 2007).  

Once again information providers capture object data and are about to publish them or their 

links onto dedicated OIDA nodes. Information providers have to take a few steps in advance 

to ensure privacy including confidentiality and integrity: 1. An arbitrary object identifier, e.g. 

EPC and a shared salt are converted into a numeric identifier using SHA-1. 2. A document is 

created mainly to contain Publisher ID, the numeric identifier (the hash value), an EPCIS IP 

address, and a certificate. 3. The document is encrypted with a shared key and signed with a 

private key. A publisher certificate and a public key could be included in the document to 

authenticate the source with Publisher ID; in addition, OIDA could also adopt PKI. Step 1 

enhances the privacy, namely confidentiality against query profiling. Step 3 protects the 

confidentiality and integrity of the data. The shared salt and shared key are distributed to 

trusted partners through some secured channels. Moreover, IP addresses are suggested rather 

than URLs to avoid any possible exposure of privacy surveillance as a result of DNS usage 

(Fabian & Günther, 2007; Fabian, 2009). 

The major advantage of a typical DHT-P2P system is its decentralized nature by which there 

is no one single root and much distributed replication of data, thus avoiding bottleneck and 

single point of failure. A cryptographic hash function maps object identifiers and nodes to ID 

space in DHT  (Fabian, 2009). This “pseudo-random mapping” obfuscates information 

resource locations from targeted attack and balances load more evenly and facilitates more 

replication  (Fabian, 2009, p. 1). Adversaries would be troubled not only by numerous keys 

but also by which doors to open. The BPMN diagram for DHT-P2P (see Figure 20) does not 

express its decentralized architecture explicitly and distinguish itself substantially from the 

other DS models. The DHT-P2P architecture is also a DS storage component option 

recommended by BRIDGE.   

5.2. Discovery Phase and Service Fulfillment Phase 

Information requesters convert an object identifier of interest and a shared salt to a numeric 

key and send the numeric key as a query to DHT. The corresponding document is retrieved 

and sent back to information requesters. The source of the document would be authenticated 

with the attached public key. The shared key allows the access to the document. The integrity 

of the content would be checked with the signed certificate. Once the verification succeeds, 
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and the discovery phase ends, information requesters would link to information providers, 

normally EPCIS and send a query to it.  

 

Figure 20: DHT-P2P based on OIDA 

5.3. Questions, Experts’ Comments, and Resolutions 

Three experts are interviewed for the DHT-P2P model. The first expert is a senior researcher 

at Humboldt-University Berlin, who has been involved in the research field RFID for six 

years, particularly in the areas of security and privacy. He is a co-author of the OIDA model. 

The other two experts participate in the WINGS project and are responsible for developing 

the federated ONS on the DHT-P2P model. One is currently a CNRS
7
 (French National 

Center for Scientific Research) permanent researcher at University Pierre & Marie Curie. The 

                                                           
7 “The Centre National de la Recherche Scientifique  (National Center for Scientific Research) is a government-funded research organization, 

under the administrative authority of France's Ministry of Research, [and names itself the largest fundamental research organization in 

Europe]” (CNRS).  
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other is a full-time researcher at INRIA (The French National Institute for Research in 

Computer Science and Control). 

The first expert gives his view on the minimal functionalities of DS. The first functionality is 

query and retrieval. A user could input a complete object identifier, such as EPC, including 

the serial number, and get a list of URLs in return. The extra functionality would be 

information searching of an object by attributes. Security is no function but a feature, which 

“guarantees the correctness (integrity) of resource addresses”. The second is the privacy 

functionality to prevent queries to DS from eavesdropping. The other two experts do not 

comment much on the DS functionalities because the DHT-P2P in the WINGS project is 

intended only to ONS, not to DS. 

The first expert, the co-author of OIDA, also gives an overview of OIDA‟s security and 

privacy features, which reiterates and reinforces the earlier description. In OIDA, security 

features could be implemented in each node against the intrusion to the entire P2P system. For 

example, the security features would not let an adversary “add its node to the OIDA system 

and capture the traffic or modify the route”. The primary privacy feature is the end-to-end 

data flow encryption, “which does not depend on the security architecture”. Even though an 

adversary could control all the nodes, (the system then to be shut down) it could unlikely 

break the encryption. Access control related to confidentiality is realized by the encryption 

key, the key for a trust group. For the integrity aspect, there is signature on the data. Both 

publishers and clients (who make queries) should require confidentiality. The basic 

architecture does not depend on the security features on the nodes other than the end-to-end 

encryption. Nodes could be considered trustworthy in the sense that they provide services 

“correctly”. But they should not be trusted much regarding the confidentiality. 

Scalability:  

1. Would in your opinion a future P2P-based DS also consist of nodes that are computers of 

home users, and if yes, to what percentage? How about mobile nodes like smart phones?  

The first expert himself constructs Questions 1 and 2 after the interview in order to see how 

other experts predict the future of the DHT-P2P. To Question 1, the second expert “believes 

that the consistency of the system should be kept within a core network composed of trusted 

machines”. He adds, “This does not mean that extensions [to enhance] efficiency like caching 

at user machines could not be used”. In other words, computers of home users and smart 

phones are out of the picture for “the core network”. The third expert thinks, with no reasons 

given, that the percentage of the home PCs as trusted P2P nodes would be “not high”. 
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2. Would you estimate how many objects with RFID chips and EPCs could exist in 5, 10, 

and 15 years, which DS should be ready for?   

The second expert thinks that it is “too early to give a reasonable estimate… In any case, DS 

should be ready to deal with any number of objects”. The third expert makes a rough estimate 

that it could take more than ten years to realize the world of all items tagged. Whether DS can 

handle the amount of data by then seems to be another issue. 

3. For how many years in average should data be stored? Any rule of thumb?  

The second expert gives an optimistic answer. “Given the current scenario and evolution 

expected to the Internet, data should be ideally kept with no time constraints”. The third 

expert looks at the question as a legal issue depending on the jurisdiction.  

4. Though DHT-P2P is supposed to be very scalable and secure, would it normally function 

only among a number of known and trusted peers? Why?  

The first expert gives an explanation for Question 4. “In a general, open P2P system without 

access control, every node can join; the system could consist of unauthenticated nodes”. “But 

the basic assumption for OIDA similar to ONS is that the P2P system would only and mainly 

consist of company nodes easily to be authenticated”. This answer echoes to “the core 

network” mentioned by the second expert. “Authentication is necessary for a [secure] 

architecture”, otherwise many security problems could arise. Therefore, DNSSEC includes 

“the feature authenticating each server”. On the other hand, DNS is scalable for a tree 

structure of trust but hardly for “every home user or mobile phone user”. The first expert 

might formulate Questions 1 and 2 out of the emphasis on scalability. A balance between the 

considerations on security and scalability is to be found. In addition, the second expert says, 

“The reasons go beyond the technical problems and involve political and economical issues”. 

5. How possibly could collision take place?  

Probability of the collision is related to the hash function and the size of the addressing space. 

It can be however solved by “some extra checking functionality”. 

Traceability:  

6. Would it be possible that any information for a particular object is (non-recurring) stored 

in a non-trusted node (without a shared key)? Any mechanism addresses the irregularity?  

Both the second and third experts admit “the irregularity”. The second expert elaborates that 

in a P2P system, “the operations run locally cannot be by any means verified by other nodes”. 
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In this sense, any node can make the decision to store information in non-trusted nodes 

without informing other peers. The expert himself is not aware of any mechanism to address 

this issue. The third expert does not consider the situation an issue because no trust and no 

key allow no access no matter where information is stored. This statement, however, lacks of 

the security awareness with unauthenticated nodes discussed earlier. 

Security:  

7. Would it be common in a P2P system that information exchange takes place among 

unauthenticated nodes?  

Question 7 assumes the scenario in Question 6. Would unauthenticated nodes forward the 

information to other unauthenticated nodes? The third expert answers, “…it should not be 

possible if the system is well designed”. 

8. In “Cooperative Domain Name System” (CoDoNS), a DHT is combined with DNS. 

Would a DHT-P2P system combined with ONS be vulnerable to the weaknesses 

associated with DNS and ONS?  

The first expert quickly evaluates the hybrid system with DHT-P2P on DNS in comparison to 

DNS alone. In the hybrid system, availability would be better; data are ”more replicated (say 

20 times around the world) in DHT than in DNS or ONS”. Confidentiality and integrity 

would not be better without further measures. The option of adding the signature to the data 

would increase integrity. Privacy should be “minimally better” because of the decentralized 

model; “no central entity gets hold of all the traffic”. “If a single packet (unencrypted) is 

captured, a client IP address would reveal some information”. As described, the hybrid system 

seems to exclude encryption. Even if it does, encryption could be carried out via SSL on DNS. 

Features like encryption and signature can be rather easily attached to the system. The other 

two experts do not comment on the hybrid model. 

Power Structure:  

9. Which party has power according to the architecture? Is there a concentration of power?  

All the three experts object that there is concentration of power in the DHT-P2P architecture. 

The second expert says, “If the system is correctly designed, all nodes would perform all tasks 

and, by definition, the system would achieve acceptable fairness”. “Information can be broken 

into pieces and be distributed to different locations”, the third expert complements.  
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10. Would decentralization of power in certain ways compromise the security and cause 

confusion and distrust among peers?  

The second and the third experts unanimously say, “This should not happen...”  

11. In the model, a shared key is used. Would it make difference in terms of power structure if 

PKI is instead used?  

The second expert values the use of PKI “in the case the system is extended to any 

participant”. “But this should be accompanied by some sort of surveillance mechanism that 

would be in charge of detecting ill-behaving users”, he says with reserve. In the current usage 

scale, PKI appears to be unnecessary. 

Diagram:  

12. As illustrated through BPMN, does the model in your view appropriately express the 

decentralized P2P system?  

The first expert gives a thorough review of the diagram. First of all, in order to stress and 

express the decentralization nature of DHT-P2P, the participant DHT is extended from a one-

lane pool to a three-lane pool. The three lanes represent respectively contact nodes, 

intermediate nodes, and storage nodes. The message flows among the three lanes serve to 

depict the networking among the coordinating, distributed nodes. For instance, a numeric 

identifier as a query is received by contact nodes, forwarded through intermediate nodes, and 

lands on storage nodes. A DHT-P2P algorithm in each node would map and forward a query 

with a numeric identifier to “a closer node” until it reaches the destination. Then the stored 

document is retrieved and sent back to the requesters. 

Secondly, the replication of data happens actually at DHT, namely at multiple nodes. The 

replicating process, Forwarding the detailed info to another node, is then moved from the 

pool lane of Information Providers to storage nodes. Thirdly the expert makes a few 

corrections to more precisely articulate intended activities. For example, the first task, 

Converting the EPC and the secret key (or salt) to a numeric identifier using SHA-1, at 

Information Requesters should be identical to that right after the second gateway at 

Information Providers because both the steps should carry out exactly the same task. The next 

step at Information Requesters is reworded to Sending the numeric identifier as the query to 

the DHT to identify the numeric identifier with the query. Fourthly the content of the 

document is adjusted. In the earlier diagram, the document could contain only a link to EPCIS. 

In the modified version, it can contain either the main data the term preferred by the expert to 



56 
 

the detailed information or a link to EPCIS. Therefore, if the information requester receives 

the document which contains the main data, the process comes to an end. Lastly an identifier 

with either a secret shared key or a salt would be converted to a numeric identifier.  

The second and the third experts do not comment much on the diagram. The second expert 

does mention that “it is a bit difficult to follow because of some ambiguous text”. The 

diagram is then reexamined particularly for this complaint. The potential “ambiguous” term, 

main data, is distinguished from IP addresses as stated in a text annotation, and all the letters 

of the term “document” are capitalized to emphasize its special meaning in this context. After 

all, the modified version is presented below in Figure 21. 

 

 

Bootstrapping and 

Discovery 

Processes in 

multiple nodes 

enabled by a DHT-

P2P algorithm 

Sub-process 

Sub-process 

Sub-process 
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Figure 21: Modified Version of DHT-P2P based on OIDA 

In addition, three collapsed sub-processes, Preparing a DOCUMENT, Sending a query to an 

information provider, and Returning the results appear in the modified version. Preparing a 

DOCUMENT encompasses encrypting the DOCUMENT with shared keys and appending a 

signature on it with a private key. (see Figure 22) Sending a query to an information provider 

and Returning the results both undertake the TLS process, (see Figure 23) where two parties 

authenticate each other through handshaking and encrypt subsequent messages in exchange 

with derived session keys. (Microsoft, 2003) Handshaking could be omitted in the process if 

the TLS session were already established. 

Figure 22: Sub-process, Preparing a DOCUMENT 

 
Figure 23: Sub-process, Sending a query to an information provider 

                   (SSL/TLS in Detail, 2003) 

Challenges: 

The first expert states a few principal challenges in implementing DS. The technical challenge 

would be global scalability, and there is a “serious problem” with privacy; it is hard to design 

a system that well handles the problem. He suggests that a decentralized system such as P2P 

should be implemented to solve the scalability problem on the technical side. The P2P system 

would also enhance the privacy of DS. It is harder to investigate data flows with a 
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decentralized system. Another challenge is the inconsistency of security features implemented 

among different organizations. Security features of different organizations for DS should be 

“coordinated or conformed”. On the organizational side, there is also a scalability problem for 

a corporation to manage security and privacy related matters, and the expert sees no direct 

solution to it. The expert for Afilias offers a solution to that: A firm could outsource 

“Managed DNS” by a solution provider such as Afilias. Again the other two experts do not 

commentate on DS since they implement DHT-P2P on ONS. 

The first expert holds a different view to the role of DS in the IoT. He says that DS would not 

be necessary for the IoT in a supply chain but for the global, all-encompassing IoT. This view 

is not correspondent to that of the other experts that DS promotes the IoT currently only on 

supply chains and will be again examined in the later discussion. 

Critical Updates: 

Documented Newly Discovered 

A DHT-P2P system can include an arbitrary 

number of nodes. 

More likely to adopt a “core network” of 

trusted nodes. 

OIDA assumes no authentication. Authentication is necessary for a secure 

architecture. 

N/A Irregularity: Data stored in unidentified 

nodes. 

Table 4: Critical Updates for OIDA 

6. Analysis and Discussion 

6.1. Scalability 

6.1.1. Identifier Systems and Bootstrapping Processes 

As mentioned by several WINGS experts, the EPCglobal standards are tightly coupled with 

the GS1 identifier and not completely open to other identifier systems. The ONS-URN 

encoding and decoding scheme is only defined for the GS1 identifier partly because the ONS 

hierarchical operation depends on structured identifiers, like the GS1 identifier, for example, 

ManagerNumber.ObjectType.SerialNumber (Rezafard A. , 2008). One presentation by 

Rezarfard confirms ONS‟s restriction on GS1 identifiers but suggests its future operability 

with other identifier systems for bootstrapping  (Rezarfard, 2010). The expert, a TSC member, 

interviewed for ADS claims that DS and EPCIS could accommodate any types of identifiers 
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“as long as” they are in the form of URI. This statement looses the requirement “GS1 only” to 

URI only. Such a development reminds of the naming system ID@URI, which however 

applies no ONS but only DNS because the URI part of ID@URI is normally a URL. 

EPCglobal and Afilias would likely keep ONS for converting EPC to URL resolvable to DNS, 

but they might accept other identifiers in the URI form according to the statement. DHT-P2P 

escapes inherently from the hierarchical structure, ONS, the uniform identifier system, and 

even the restriction on URI. DHT-P2P seems to make the world flat and free from 

hierarchical restrictions.  

EPCglobal, Afilias, and ID@URI share the same view to the serial portion of an identifier 

handled by DS: identifier agnostic. The serial number stated in EPC could reveal 

commercially sensitive information. But if the serial number is open to all other numbering 

systems, it becomes a keyword which cannot be intelligently manipulated or profiled and 

interpreted. Many companies adopt, in fact, their own internal numbering systems, and a 

conversion mechanism from EPC to an internal numbering system is needed. Therefore, serial 

numbers shown on EPC should not leak concrete information. The serial ID part for the 

identifier ID@URI could be also any unique number under its URI, and the Dialog platform 

should accommodate a necessary conversion mechanism. In such a non-systematic system, 

“intelligent manipulation” is claimed to be prevented. For OIDA, the shared secret key or 

random salt hashed with its correspondent identifier seems to function for the same purpose as 

to against dictionary attack (Fabian & Günther, 2007). OIDA based on DHT-P2P is 

indifferent for different types of identifiers because either the bootstrapping or the serial 

lookup depends on the DHT mapping. The general trend for the serial number is identifier 

agnostic. Table 5 summarizes the identifier formats of the four DS standards.  

        DS Standards 

 

Scopes 

EPCglobal Afilias ID@URI DHT-P2P 

Bootstrapping 

GS1 identifier 

(EPC) 

merging to URI 

URI 

URI, 

normally URL 

(no need of ONS) 

identifier agnostic 

(no need of ONS 

and DNS except 

for the hybrid 

design) 

Serial lookup 
identifier agnostic 

treated as keyword 

identifier agnostic 

treated as keyword 
identifier agnostic as the above  

Table 5: Identifier Formats 
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6.1.2. Unscalable and/or Insecure ONS? 

The discussion over the ONS scalability stems from one discrepancy between the two 

publications, ESDS Problem Statement 03 and Finding your Way in the Internet of Things by 

Afilias. The former questions the ONS scalability for serial-level data and proposes multiple 

alternate ONS roots to address the concern, but the latter does not eliminate the possibility 

that ONS handles serial-level data. The discrepancy is disturbing because Afilias embraces 

ESDS as the basis for its ADS but in this respect contradicts ESDS.  

The WINGS experts‟ views on the ONS scalability for serial-level data are mixed. The 

impression is that no one has one clear-cut answer, but the fear of the scalability problem 

swells beyond the known reality. Only time and actual usage could eventually prove whether 

a system is scalable or not. 

The Afilias expert, however, gives a firm answer that ONS could handle serial-level data but 

shifts the issue from scalability to privacy. Privacy is the core reason rather than scalability, 

which keeps ONS out of serial-level data handling. ID@URI on DIALOG operates without 

ONS. Instead the ID@URI expert believes DNS would be able to sustain serial-level data 

usage because of only one-time DNS resolving and efficient caching. ONS is absent also in 

the DHT-P2P model believed to be as scalable to reach “every home computer”. Two 

WINGS experts propose a hybrid model of BIND (DNS) and the DHT-P2P system for the 

federated ONS model in part to take advantage of the scalable DHT-P2P. The DHT-P2P 

should provide better scalability overall than that by DNS alone (Fabian & Günther, 2007). 

The proposed multiple alternate ONS roots cannot be evaluated against the federated model 

because it serves a different purpose than the federated model does for power 

decentralization.   

BRIDGE specifies its DS storage component, namely LDAP. But none of the WINGS experts 

adopt it for the reasons, such as unfamiliarity, scalability, lack of testing and of wide 

implementation, and use cases. Two of them simply adopt relational database. Both the GS1-

AG and Afilias experts do not comment on the technical aspect of the issue but stress on the 

contingency of use cases and the discretion of a DS provider. The EPCglobal standard 

presents a list of choices as standard requirements and features, which are to attain one half of 

the quality service, but the other half is fulfilled by each service provider and the market 

competition. ID@URI on DIALOG does not specify the best practice, either, but is open and 
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compatible to existing database technologies. In the OIDA model, there is no distinction 

drawn between bootstrapping and serial-level lookup. ONS and DS function like one entity. 

The overall impression is that the experts speculate much over the scalability issue. Further 

testing is needed.  

        DS Standards 

 

Scopes 

EPCglobal 

(WINGS) 
Afilias ID@URI DHT-P2P 

ONS 
No clear-cut 

answer 

Scalable for 

serial-level data 

DNS claimed to 

be scalable (no 

need of ONS) 

Believed to be more 

scalable than the 

hierarchical system 

DS 

 LDAP 

company-

wide scalable  

 case 

contingent 

 unspecified 

 case 

contingent 

compatible with 

existing database 

technologies 

as the above 

Table 6: Evaluation on ONS and DS Scalabilities 

6.1.3. OIDA: A Pioneer or an Overdoer? 

According to the collected information and the following discussion, OIDA is unique in the 

sense that it does not distinguish bootstrapping from serial-level lookup, and OIDA is as 

stated capable of dealing with both the tasks. The Afilias expert‟s claim that ONS could be 

extended to the serial-level lookup seems to support this possibility as long as the privacy 

concern is taken care of. In fact, the cryptographic hashing of OIDA does supplement the 

privacy deficiency of a typical ONS registry. OIDA appears to be a breakthrough but a 

violation to the EPCglobal standards, which keep the two tasks separated. Also, there is a 

possibility that the authors of OIDA misunderstand or neglect the complementary roles of 

ONS and DS defined by the EPCglobal because one OIDA author interviewed does hold a 

different view to those of all other experts in DS‟s role in a supply chain.
8
 Further research is 

needed. 

6.1.4. Effectiveness of Caching 

The WINGS experts, in general, give credit to caching for its effectiveness in reducing 

network traffic jam for ONS and DS. But one of them foretells the declining caching 

effectiveness as there are more and more mobile objects connected and domain names 

                                                           
8
 In his view, DS would not adapt to a supply chain. 
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changing constantly. The Afilias expert also tells that caching would not be as effective for 

serial lookup because of the uniqueness of serial-level data. The ID@URI expert holds a more 

favorable opinion of caching. He says that caching would work more efficiently with 

ID@URI based on DNS than with ONS though he is also aware of the relatively short-lived 

nature of URLs. One DHT-P2P expert mentions the possibility that caching is featured at user 

machines to enhance efficiency. Caching has its moments in moderating network traffic, but 

in the era of the dynamic IoT, it becomes less effective. 

           Experts 

 

Feature 

EPCglobal 

(WINGS) 
Afilias ID@URI DHT-P2P 

Caching 

Positive (not as 

effective for the 

future dynamic 

IoT) 

Positive (not as 

effective for 

serial-level data) 

Positive (works 

better without 

ONS) 

Positive (featured 

at end user 

machines) 

Table 7: Evaluation for Caching Effectiveness on DS 

6.2. Traceability 

According to the interviews with the WINGS experts, the basis of multi supply-chain 

traceability is assertion and policy managements, which are responsible for authentication and 

authorization respectively. As long as relationships can be established, identities can be 

verified, and access rights can be granted, discovering the information of a certain object in 

different supply chains is not a mission impossible. Opaque handle makes relationship 

building much confidential and flexible. Fine grained access control grants selective view to 

information. ESDS supports a predetermined trust group where members can freely exchange 

information. The supervisor of the group would authorize the entrance and exit of a partner. 

Though both the features opaque handle and fine-grained access control are preferred, 

developers have to surmount some technical barriers. On top of contractual and technical 

matters, an information requester could acquire links and access to other DS from its local DS 

if the local DS does not possess pointer information for a queried object. DHT-P2P would 

perhaps support global traceability and continuity for the future DS model. 

By the same token, the ID@URI expert considers multi-supply chain traceability no big 

problem as long as the link is well maintained. Yet the traceability of ID@URI or any other 

approaches that rely on links might be undermined in the future when links change more often. 
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ID@URI on DIALOG is not featured with opaque handle and fine grained access control. 

DHT-P2P maps numeric identifiers derived by hash function to designated nodes based on ID 

space. The mapping itself facilitates the overall traceability of information as long as an 

information requester possesses both the queried object identifier and its correspondent shared 

secret key or salt. Opaque handle and fine-grained access control are out of the picture again. 

In the current scale, all the models can provide users adequate traceability.  

       DS Standards 

 

Factors to 

Traceability 

EPCglobal  Afilias ID@URI DHT-P2P 

Inter supply-

chain lookup 

Link to another 

DS provider 

Multi supply 

chains included in 

a trust group  

URL DHT mapping 

Assertion and 

policy 

managements 

Opaque handle 

and fine grained 

access control 

(not yet 

implemented) 

ESDS trust group 

(merging to 

EPCglobal) 

Web service 

authentication and 

authorization 

Signature and  

encryption 

(adaptable to 

EPCIS) 

Table 8: Inter Supply-Chain Traceability 

6.3. Security 

6.3.1. Privacy Features 

All the experts interviewed are aware of the ONS security weaknesses inherited from DNS 

and suggest DNSSEC for secure ONS operation. DNSSEC, however, does not provide data 

encryption, thus not designed for data confidentiality  (Arends, Austein, Larson, Massey, & 

Rose, 2005). The GS1-AG expert and the Afilias expert deny the privacy (confidentiality) 

vulnerability associated with ONS because ONS, a registry, reveals only pointer information, 

and no serial-level data are stored at ONS. Yet pointer information can still be used to profile 

an organization‟s networking activities (Fabian & Günther, 2007). Assuming the criticality of 

pointer information, the proposed OIDA model for DHT-P2P, therefore, uses hash function 

and encryption key mechanism to obfuscate and encode information-leaking identifier names 

and other transmitted data to prevent eavesdropping and unauthorized access. As already 

mentioned in the earlier text, encryption is considered in all BRIDGE, Afilias, and ID@URI 

on DIALOG, no matter if data transmission takes place for both ONS or DNS resolving and 

DS serial-level lookup. OIDA stands out marginally in terms of privacy by veiling data 
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transmitted to and posted in nodes. This extra feature seems to be a reasonable 

countermeasure. Nevertheless, queries sent to ONS are anonymous  (Rezarfard, 2010). How 

would, in this case, an information requester be identified and profiled unless an adversary 

analyzes the in-between network? Even if the hashed numeric identifier does hide a little bit 

information from eavesdroppers, its answer is “in any way” not obfuscated. Eavesdroppers 

can still steal information of the query at retrieval of the answer to the information requester 

(Fabian & Günther, 2007, p. 3). Does this feature then make insignificant difference? In 

DHT-P2P, data are transmitted not in a lump but in “broken pieces”, packets. This way should 

confuse eavesdroppers. Additionally the pseudo-random mapping makes exact locating of 

storage nodes harder, while hierarchical structure of ONS and DNS exposes by nature its 

resolution path. Much frequent, spread-out replication among numerous nodes avoids single 

point of failure. An IP addresses instead of URL included in the document avoids DNS 

resolution. The decentralized architecture does more strengthen security and availability of a 

system, but the distinction in privacy from the other three models, which might as well adopt 

similar features, is minimal.  

6.3.3. Security Standards 

While OIDA is dedicated to enhance privacy and security, BRIDGE, Afilias, and ID@URI on 

DIALOG recommend correspondent options standardized by other specialized agencies such 

as IETF. The pilot project, WINGS, for example does not address security at all. DS providers 

have discretion to adopt their preferred security features to meet their particular needs as well 

as their clients‟. OIDA should likely to merge to the mainstream of the existing standards 

because OIDA‟s co-author also supports the “conforming” of various standards as mentioned 

in the interview. 

On the other hand, BRIDGE and Afilias envisages implementing fine-grained access control, 

whereas both ID@URI and DHT-P2P do not either have the concept in mind or have the 

capacity. The common ground of all is no realization of the fine grained access control yet.  

  Standards     

      for ONS        

           and    

                DS 

Security 

Aspects 

EPCglobal Afilias ID@URI DHT-P2P 

ONS DS ONS DS DNS DS Integrated 

Confidentiality anonymous SOAP anonymous SSL N/A SSL hash 
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query message query encryption encryption function 

and TLS 

encryption 

Security 

DNSSEC PKI, 

SOP, 

HTTPS 

etc. 

DNSSEC existing 

standards 

such as 

IETF 

DNSSEC existing 

standards 

Public key, 

shared key, 

distribution 

and 

replication 

Fine-grained 

access control 

irrelevant visionary irrelevant visionary irrelevant not 

envisioned 

not stated 

Table 9: Security and Privacy Features  

6.4. Power Structure 

The WINGS project and Afilias envision the federated ONS model enabled either by DHT-

P2P or by the hybrid architecture of DHT-P2P and DNS. ID@URI on DIALOG operates on 

DNS. OIDA is similar to the federated ONS model but applicable to both bootstrapping and 

serial-level data lookup. EPCglobal and Afilias allow various, distributed DS providers. 

Multiple, distributed object agents with their data storages could be installed for ID@URI on 

DIALOG. The ID@URI approach relies heavily on DNS with one single root. Such a 

centralized architecture is most likely subject to misuse of power. 

            standards 

scopes 

EPCglobal Afilias ID@URI on 

DIALOG 

DHT-P2P 

ONS  federated federated single DNS root distributed 

DS  distributed distributed multiple object 

agents 

distributed 

Table 10: Centralized or Decentralized Architectures 

Although most of the experts compliment the federated ONS and distributed DS model on its 

distribution of power, the problem with power concentration is not completely out of the 

scene. The federated ONS still maintains at least in part its hierarchical structure and does not 

fully detach a serial-level lookup from DNS resolving. A few experts hesitate to implement 

the DHT-P2P system inside out but that integrated with DNS. And normally a list of URLs, 

which requires DNS resolving, is delivered to information requesters. OIDA is the only model 

among the all, which gets rid of even a trace of DNS; the model suggests IP address as the 

standard link format. But OIDA needs to be tested on a large scale, whereas DNS, considered 

robust, has been tested and exploited for more than twenty years. To just replace and federate 

DNS with some other models is possible but does not seem to happen any time soon. 
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When one turns the focus down to a supply chain, the GS1-AG expert brings up another 

scenario of power unbalance. A large retailer, for example, could have a mandate on other 

partners to share information onto DS. Such a mandate does not have to be a misuse of power 

if all parties benefit mutually from it. Concentration of power is in this case obvious but 

acceptable under such an incentive scheme.  

Further down to a company level, all the data in the repository are handled and guarded by 

one firm. The structural setting can no longer by nature sustain an ideal balance of power; 

then the last resort is to safeguard the data through regulation and policy making. 

Concentration of power is at this point inevitable. However, when this scenario is placed in a 

setting of the free market, firms would supposedly try everything possible including data 

security to keep their customers. The market redirects the power to customers and dissolves 

the power concentration. Though the problem is not solved once for all, a dynamic balance 

can be attained. 

6.5. Processes 

6.5.1. Bootstrapping and Discovery Processes 

The bootstrapping processes of EPCglobal and Afilias should mirror each other as seen in 

Figure 7, composed of the ONS and DNS resolving procedures. With the requirement of the 

URI form, the ONS resolving could be skipped if the identifier were already a URL. As it 

turns out, the DNS resolving mirrors the bootstrapping process of ID@URI on DIALOG, 

which is actually a DNS resolving process. Among EPCglobal, Afilias, and ID@URI, the 

convergence in bootstrapping process is observed.  

Discovery process refers to the retrieval of referral information to information providers. 

Again there is only trivial variance in the discovery processes among the three models.  

In the OIDA model, the bootstrapping and discovery processes are one process. Converting 

an identifier to a numeric key in OIDA is comparable to converting EPC to URI by ONS. A 

query with the numeric key would be routed through multiple nodes to a designated node 

based on a DHT-P2P algorithm, whereas a query with URI would be routed through the 

hierarchy to the destination based on a tree structure. Up to this point, both the bootstrapping 

and discovery processes of OIDA have come to an end, while the discovery process of 

EPCglobal or Afilias is just about to begin. Overall in terms of process, ID@URI and OIDA 

appear to be simpler. 
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6.5.2. Processes to Ensure Security and Privacy 

BRIDGE recommends SOAP message for secure information transmitting and exchange. 

Figure 6 shows the steps to prepare such a message: 1. Attaching a security token endorsed by 

PKI to a query; 2. XML-encrypting the query; 3. XML-signing the query; 4. Adding the 

signed timestamp to the query. The security token authenticates the party who sends the query. 

XML-encrypting ensures the confidentiality of the message body. Signature safeguards the 

integrity of the message and timestamp. Afilias adopts SSL as shown in Figure 13. At first 

both the parties authenticate each other via handshaking, and the SSL session is established. 

In the session, exchanged messages are encrypted and signed with derived session keys. 

ID@URI also applies the SSL standard. OIDA accommodates a similar process as seen in 

Figure 22: DOCUMENT is encrypted and signed. The distribution of shared key and private 

key suggests the authentication in advance between both the parties. In OIDA, TLS, a 

successor of SSL, is used to secure information exchange with information providers (see 

Figure 23). All these processes cover in common authentication by security token or 

handshaking, confidentiality by encryption and integrity by signature. In terms of process, 

difference is minute. 

6.5.4. Quantitative Analysis 

The processes of the four models have been not only qualitatively but also quantitatively 

analyzed and compared. The qualitative review of the BPMN diagrams by the experts intends 

to close up the gap between concepts and practices. The quantitative analysis keeps an eye on 

the complexity of the diagrams. One purpose in applying BPMN is to support communication 

between stakeholders in a process for further development and maintenance. To fulfill this 

purpose, a BPMN diagram must not be too complex, especially when DS development is an 

ongoing, iterative cycle. “High complexity in a process has several undesirable drawbacks: it 

may result in bad understandability, as well as in errors, defects, and exceptions, thus leading 

to the need for more time to develop, test and maintain the process” and eventually more cost  

(Rolon, Cardoso, Garcia, Ruiz, & Piattini). The complexity analysis is conducted to measure 

the process complexity based on the derived measures presented in Applying Software Metrics 

to Evaluate Business Process Models and the control-flow complexity measures discussed in 

Analysis and Validation of Control-Flow Complexity Measures with BPMN Process Models. 

Each model process is normalized for the comparison at the same level. For example, 

encryption and signature would be collapsed in a sub-process; a bootstrapping process would 

be also collapsed unless it is at the same time a discovery process. 



68 
 

Table 11 summarizes the results of the measurements. BRIDGE and Afilias have higher total 

numbers of the direct measures including events, activities, gateways, and connecting objects, 

swimlanes and artifacts. In the numbers of activities and connecting objects, swimlanes and 

artifacts, OIDA is of no difference from BRIDGE and Afilias. OIDA‟s decentralized 

architecture as translated to multiple lanes and tasks for a discovery process makes its 

diagram more complex at least in terms of the relevant measures. However, OIDA‟s 

bootstrapping process is its discovery process, whereas the collapsed bootstrapping process as 

shared by BRIDGE and by Afilias is preliminary to the discovery process. BRIDGE and 

Afilias would likely carry a lengthier process. ID@URI has the least figures in all the above 

measures.  

In terms of relative measures, OIDA has the highest connectivity level between activities 

(CLA), which means more sequence flows take place between activities. This measure with 

the total number of activities alone as its numerator, however, could be misleading because 

activities and events could sometimes substitute each other. OIDA has the lowest connectivity 

levels between lanes (CLL), which indicate the least message flows among DS and clients. 

This measure is derived from the connectivity level between pools (CLP), which measures 

message flows only between pools. It would be more rational to extend the measure to CLL, 

especially when different lanes in one pool could also refer to different entities. An 

information provider and an information requester must not belong to the same company 

though they both pertain to the category, clients. OIDA‟s CLL is the lowest since OIDA 

adopts no opaque handle and requires no ONS and DNS resolution processes, which would 

result in more message flows. Plus there are more lanes in the OIDA diagram. BRIDGE and 

Afilias should in reality have a bit higher CLLs than they appear because their diagrams do 

not take the ONS or DNS resolution process into account in comparison to ID@URI.  

Data objects are hardly addressed in the diagrams, so the measures PDOPIn and PDOPOut 

are not available. Not surprisingly in ID@URI and OIDA there are fewer tasks in average in a 

lane as shown by the measure PLA, which measures lanes per activity, either task or sub-

process. In other words, ID@URI has the least number of activities, as the number of lanes is 

equivalent to those of BRIDGE and Afilias. And OIDA has the most lanes among the models, 

as the number of activities is equal or close to those of BRIDGE and Afilias. The processes of 

ID@URI and OIDA are less intense in terms of the number of activities per lane. Control-

flow complexity (CFC) measure, weighing different types of gateways, reflects a similar 

outcome, where again ID@URI and OIDA are less complex. 
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As mentioned, less complexity is considered positive in quantitative analysis. But less 

complexity could also imply deficiency or immaturity of a process if it missed some critical 

elements. The quantitative analysis alone could unveil the actual condition only unilaterally 

and should be handled only as a supplement to the qualitative analysis. Despite the caution, 

the above quantitative analysis does confirm that the decentralized architecture, opaque 

handle, and DNS or ONS resolution process play a key role to determine the process 

complexity for the overall modeling. 

BPMN Diagram Quantitative Analysis 

      BRIDGE Afilias ID@URI OIDA 

Events         

Total Number of Start Events 3 3 3 3 

Total Number of Intermediate Event 6 6 3 3 

Total Number of End Events 4 4 4 5 

Total Number of Events 13 13 10 11 

Activities         

Total Number of Task 13 12 9 17 

Total Number of Collapsed Sub-Process 7 6 2 3 

Total Number of Activities 20 18 11 20 

Gateways         

Total Number of Gateway 8 7 2 4 

Connecting Objects, Swimlanes and Artifacts       

Total Number of Sequence Flow 39 41 21 34 

Total Number of Message Flow 6 7 6 5 

Number of Sequence Flows between 

Activities 7 4 3 12 

Number of Pools 2 2 3 2 

Number of Lanes 3 3 3 5 

Number of Data Objects 0 1 0 0 

Total Number 57 58 36 58 

Further Measures         

CLA = TNA/NSFA 2.86 4.5 3.67 1.67 

CLL = NMF/NL 2 2.33 2 1 

PDOPIn = NDOIn / TNDO  n/a n/a n/a n/a 

PDOPOut = NDOOut / TNDO n/a n/a n/a n/a 

PLA = NL / TNA 0.15 0.17 0.27 0.25 

Control-Flow Complexity Measure
9
         

CFC-XOR 12 12 4 6 

CFC-OR 0 0 0 0 

CFC-AND 0 1 0 1 

                                                           
9
 CFCXOR-split = fan-out; CFCOR-split = 2 ˆ (fan-out -1); CFCAND-split = 1. 
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Total CFC 12 13 4 7 
Table 11: Process Quantitative Analysis  

                  (Analysis and Validation of Control-Flow Complexity Measures with BPMN Process Models) 

                  (Applying Software Metrics to Evaluate Business Process Models, 2006) 

7. Conclusion 

After the above proceeding of the qualitative and quantitative analysis steps, especially 

strengthened and enriched with the experts‟ first-hand information, the current DS 

development status and its prospects are much clarified. The findings in this empirical 

research bring to light some fuzzy areas regarding DS and might also pave the way for the 

next step of the DS standardization process. 

Scalability concern is now rather a fear than a problem for the current usage. And the problem 

can hardly be identified and confirmed until testing or even actual usage takes place in the 

future. DNS and DHT-P2P architectures are believed to sustain the current and future usage 

amount.  

All the four DS models share similar security features to safeguard their electronic data 

transmission, such as PKI and SOAP and TLS/SSL. In fact, DS providers can choose to adopt 

any existing security standards at their discretion as specified in the EPCglobal standards and 

according to the other models. All the four models already make or tend to make their serial-

level identifier formats “identifier agnostic” not only in order to adapt to different naming 

systems but also to avoid leaking serial-level sensitive information. OIDA‟s identifier 

comprises only one level, thus leaking less information than that which the other models 

instead with the class-level identifiers in URI form would. DNS or ONS, on which BRIDGE, 

Afilias and ID@URI base their bootstrapping operations, is susceptible to privacy 

surveillance on class-level information even though serial-level information is spared. OIDA 

has the edge over the other models because of its independence from DNS or ONS. 

Moreover, its superiority sits upon its decentralized architecture enabling more data 

redundancy and distribution.  

Besides, according to the experts‟ comments, privacy concern instead of scalability is the 

main reason why ONS deals with only class-level data. This statement confirms the 

unfounded anxiety over scalability and explains the rationale in applying ONS though much 

criticized for its security weaknesses. Also, OIDA seems to be a perfect fit in terms of both 

scalability and security, but its distinctive design integrating bootstrapping and discovery 

processes could be a well thought out dream before it is further researched. 
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Global traceability can be sustained by maintaining Inter-DS links. Before DHT-P2P is 

implemented to attain global continuity, maintaining links as well as the policy and assertion 

managements behind them is all it counts. 

In face of the current single ONS root, the federation of ONS is in development to dissolve 

the concentration of power. OIDA escapes inherently from the power concentration because 

of its decentralized architecture. Power concentration can also be restricted through legal and 

contractual means as a last resort. From another angle, power concentration can be utilized to 

benefit other stakeholders and push DS to the market.  

OIDA and ID@URI processes are less complex and more favorable than BRIDGE and Afilias 

according to the quantitative analysis. The outcome could also mean that OIDA and ID@URI 

are less developed. Even just to attempt to interpret the results from the quantitative analysis 

alone either way could lead to a gross conclusion. These results should map to those from the 

qualitative analysis. As further analyzed, decentralized architecture, opaque handle, 

bootstrapping and discovery processes decide the complexity-level deviation between these 

two pairs of models.  

This research endeavor is redirected along the way from finding the one best practice, the 

one-size-fit-all philosophy, to discovering many imperfect practices in an imperfect world, yet 

working together effectively. Not a single model out of the four is the visionary DS, but each 

one contributes to the one. BRIDGE and Afilias‟ comprehensive design with opaque handle 

and fine-grained access control, ID@URI‟s simplicity, and OIDA‟s decentralized architecture 

all will likely imprint their merits on the future DS.  
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